
Incident Reporting Form
Host Information
Date, Time Incident was Noted Name of Individual Reporting the

incident
Location of the incident Time zone for host unit

Host system name(s) Host is source, victim or both

Host system address(s) Was the host compromised

Location on the network What software changed preceded the
attack

Nature of information at risk ODM was notified of the incident

Function of the host system Vendor hardware, operating system,
and version

Incident Type

b b
Anonymous FTP abuse Telnet attack

Intruder gained privileged access TFTP attack

Intruder installed a Trojan horse program Denial of service attack

Packet sniffer installed Email bombardment

Cracked password or easily guessed password Email spoofing

FTP attack IP spoofing

NIS attack Worm

NFS attack Other

Rlogin or rsh attack

Intruder Information
Intruder(s) MAC address
Intruder(s) IP address
Intruder(s) Host name
Intruder(s) Username
Trace results
Finger results
Netstat results
Ping results
Find results
Who results
W results
Last results
PS results
Additional Notes


