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ABSTRACT
This paper provides concise information about Secure Electronic Transaction (SET). SET defines as: "Secure Electronic Transaction is a system for ensuring the security of economic transactions on the Internet"
1. Brief Introduction

 SET is an open encryption and security specification design to protect credit card transactions on the internet. SETv1 emerged from a call for security standards by MasterCard and Visa in Feb. 1996. A wide range of companies were involved in developing the initial specification, including IBM, Microsoft, Netscape, RSA, Terisa and VeriSign. Beginning in 1996, there have been numerous tests of the concept, and by 1998 the first wave of SET-compliant protocol was available. 

SET is not itself a payment system. Rather it is a set of security protocols and formats that enables users to employ the existing credit card payment systems infrastructure on an open network, such as internet in secure fashion.   

With SET, a user is given an electronic wallet (digital certificate) and a transaction is conducted and verified using a combination of digital certificates and digital signatures among the purchaser, a merchant, and the purchaser's bank in a way that ensures privacy and confidentiality. SET makes use of Netscape's Secure Sockets Layer (SSL), Microsoft's Secure Transaction Technology (STT), and Terisa System's Secure Hypertext Transfer Protocol (S-HTTP). SET uses some but not all aspects of a public key infrastructure (PKI).  

2. SET Provides Three Core Services

1: Provides a secure communication channel among all parties involved in a transaction

2: Provides trust by the use of X.509v3 digital certificates

3: Ensure privacy because the information is only available to parties in a transaction when and where necessary

3. How SET Works
Assume that a customer has a SET-enabled browser such as Netscape or Microsoft's Internet Explorer and that the transaction provider (bank, store, etc.) has a SET-enabled server. 

1: The customer opens a MasterCard or Visa bank account. Any issuer of a credit card is some kind of bank. 

2: The customer receives a digital certificate. This electronic file functions as a credit card for online purchases or other transactions. It includes a public key with an expiration date. It has been through a digital switch to the bank to ensure its validity. 

3: Third-party merchants also receive certificates from the bank. These certificates include the merchant's public key and the bank's public key. 

4: The customer places an order over a Web page, by phone, or some other means. 

5: The customer's browser receives and confirms from the merchant's certificate that the merchant is valid. 

6: The browser sends the order information. This message is encrypted with the merchant's public key, the payment information, which is encrypted with the bank's public key (which can't be read by the merchant), and information that ensures the payment can only be used with this particular order. 

7: The merchant verifies the customer by checking the digital signature on the customer's certificate. This may be done by referring the certificate to the bank or to a third-party verifier. 

8: The merchant sends the order message along to the bank. This includes the bank's public key, the customer's payment information (which the merchant can't decode), and the merchant's certificate. 

9: The bank verifies the merchant and the message. The bank uses the digital signature on the certificate with the message and verifies the payment part of the message. 

10: The bank digitally signs and sends authorization to the merchant, who can then fill the order. 

4. SET Features

1: Establishes industry standards to keep your order and payment information confidential
2: Increases integrity for all transmitted data through encryption 

3: Provides authentication that a cardholder is a legitimate user of a branded payment card account

4: Provides authentication that a merchant can accept branded payment card transactions through its relationship with an acquiring financial institution

5: Allows the use of the best security practices and system design techniques to protect all legitimate parties in an electronic commerce transaction

5. Conclusion 
SET uses a system of locks and keys along with certified account IDs for both consumers and merchants. Then, through a unique process of "encrypting" or scrambling the information exchanged between the shopper and the online store, SET ensures a payment process that is convenient, private and most of all secure.
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