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 “ Security must be ‘baked in’, not ‘bolted on.’ ” 

Abstract

The objective of network security is to protect networks and their applications against attacks, ensuring information availability, confidentiality and integrity. When organizations design their network security architectures to meet this objective, they must consider a number of factors. Not all networks and their associated applications have the same risks of attacks or possible costs of repairing attack damages. Therefore, companies must perform cost-benefit analyses to evaluate the potential returns on investment for various network security technologies and components versus the opportunity costs of not implementing those items. In the process, enterprises should make sure to consider their network security implementations as competitive advantages that can attract customers, employees, and partners. 

Foreword
Over the past few years, Internet-enabled business, or e-business, has drastically improved companies' efficiency and revenue growth. E-business applications such as e-commerce, supply-chain management, and remote access allow companies to streamline processes, lower operating costs, and increase customer satisfaction. Such applications require mission-critical networks that accommodate voice, video, and data traffic, and these networks must be scalable to support increasing numbers of users and the need for greater capacity and performance. However, as networks enable more and more applications and are available to more and more users, they become ever more vulnerable to a wider range of security threats. To combat those threats and ensure that e-business transactions are not compromised, security technology must play a major role in today's networks.

Overview of Security
Resources and assets

A basic goal of information security is to protect resources and assets from loss. Resources may include: 

· Information: including information in transmission such as e-mail, research data, configuration data, etc. 

· Services: systems, applications 

· Equipment: computers, networking components 

Each resource has several assets that require protection: 

· Confidentiality (secrecy or privacy): preventing disclosure of information to unauthorized persons 

· Integrity: preventing corruption, impairment, or modification of information, services, or equipment 

· Authenticity: proof that a person or other agent has been correctly identified, or that a message is received as transmitted 

· Availability: assurance that information, services, and equipment are working and available for use 

Threats

The classes of threats include the following: 

1. Accidental threats: losses due to malfunction and error 

2. Intentional threats: intentional damage or corruption of assets, sabotage 

3. Passive threats: those that do not change the state of the system; they may include loss of confidentiality, but not of integrity or availability 

4. Active threats: those that change the state of the system; this includes changes to data and to software 

Examples of specific types of threats include: 

· Masquerade: impersonation of one entity by another 

· Replay: repetition of a valid message in order to gain unauthorized access 

· Modification of messages 

· Denial of service: loss of availability of a service; examples of this include e-mail spamming and network packet attacks aimed at host vulnerabilities 

· Insider attack: unauthorized or unintended actions of legitimate users of a system; the source of most known cases of computer crime 

· Outsider attack: intentional violations of security by unauthorized users; this might include site invasion: an unauthorized entry into a workplace that often uses elements of "social engineering" to gain trust and access to information 

· Trapdoor: alteration of a part of the system to allow unauthorized access or effects 

· Trojan horse: a form of masquerade in which an authorized part of a system also contains an unauthorized part 

· Viruses: small, potentially damaging programs that are often propagated by unsuspecting users 

· Traffic analysis: a form of eavesdropping in which analysis of traffic patterns is used to infer information that is not explicit 

· Exhaustion attacks and dictionary attacks on password files and other encrypted information 

· Electronic eavesdropping and cable sniffing to gather information from network transmissions 

· Natural threats: power failures, hardware failures, fire, flood, earthquake 

Risk Analysis

Planning for security and developing a security policy involves performing the following general steps: 

1. Identify resources and assets to be protected; also determine who needs to access what. 

2. Analyze possible threats, and their likelihood and consequences. 

3. Estimate the cost or importance of each loss; also consider legal liabilities. 

4. Analyze potential countermeasures and their costs and other disadvantages. 

5. Select appropriate mechanisms and include them in the security policy. 

Security Policy

Usually, the primary prerequisite for implementing network security, and the driver for the security design process, is the security policy. A security policy is a formal statement, supported by a company's highest levels of management, regarding the rules by which employees who have access to any corporate resource abide. The security policy should address two main issues: the security requirements as driven by the business needs of the organization, and the implementation guidelines regarding the available technology. In addressing these issues, the security policy typically includes several elements. 

Specific items to develop in a security policy and plan include: 

· Site physical security measures: 

· Locks and safes to prevent theft 

· Measures to guard against natural disasters 

· Security measures for desktop systems to prevent theft of equipment or data 

· Security for LAN and WAN communications equipment to prevent line monitoring or transmissions by unauthorized areas 

· Technical security measures: 

· E-mail safeguards, including the use of digital signatures to validate messages 

· Encryption techniques to protect stored data, backups, e-mail, and data transmissions across networks 

· Encryption techniques to protect information on laptops and other portable systems 

· Virus and trojan horse controls for the entire network 

· Security for access to services based on Internet standards such as ftp, Web, etc. 

· Active monitoring to detect break-ins, unauthorized activities, or unauthorized access to resources by employees 

· Methods for securely distributing programs and information throughout the organization 

· Definition of security levels of software, for example C2 security level as defined in "The Orange Book" 

· Definition of organizational security measures, such as regulations concerning employees' behavior, how access rights to sensitive data are to be determined, etc. Some examples include: 

· Who is allowed to use an account 

· Proper and improper use of local computers and those remotely accessed 

· Conditions under which the user can lose an account 

· Rules and guidelines about what kinds of use are allowed on which computers 

· Consent to monitoring of all aspects of account activity by system administration staff as needed for system or network security, performance optimization, general configuration, and accounting purposes 

· Guidelines on disposal or removal from the premises of printed output, diskettes, and other media 

· Data protection plans that define backup procedures, off-site storage, and data recovery methods 

· Password policies that encourage long, hard-to-guess (but easy to remember) passwords or a coding scheme that creates hard-to-guess passwords from phrases and other information 

· Intrusion detection and reporting and lockout policies that protect the University and its officers from accusations of cover-ups, misappropriations, and theft 

· Management structures that define administrators, local managers, users, information security officers, and information security auditors 

· Definition of audit measures, such as what records to keep and for how long 

· Guidelines for actions to be taken when security requirements are violated 

· Employee training and education programs designed to reduce security exposures and to define security policies for legal purposes 

Security Architecture

At its highest level, security architecture captures a set of goals that incorporate an organization's strategic vision. This vision serves as a roadmap for the security engineering process. It includes detailed designs, product selection, development, implementation, support, as well as management of an information system and technology infrastructure. This enterprise-wide architecture guides all of an organization's development activities, along with information systems and infrastructure development activities, such as networks, servers, and middleware. 

Security architecture functions in a similar way. One of the most important aspects of security architecture is the ability to trace architecture back to an organization's business goals. Basic security goals provide direction for the security architecture. 

Some primary security goals include: 

· Protecting data confidentiality; 

· Making certain that unauthorized persons or systems cannot inadvertently or intentionally alter data without being detected; 

· Ensuring that the information accessed is genuine; 

· Making the data accessible and usable; 

· Logging transactions and data exchanges; and 

· Verifying the identity of a person engaged in a business transaction. 

The intentional planning process involved in developing the security architecture helps a company avoid "design through accretion." This is what happens when networks grow by adding or absorbing bits of technology as acute needs are perceived--like slapping successive patches on a tire. After a while, it's all patch and no tire, which is not unlike a number of existing enterprise networks that "just grew," without an intentional plan for expansion.

Multiple parallel point solutions breed unnecessary complexity, which is the enemy of security. One of the goals of security architecture development should be to aggregate required functionality into clearly defined, standardized solutions. If possible, IT should consolidate requirements into a workable number of basic types or templates, and offer a menu of options to cover each category. This saves time and money by supporting standard, repeatable solutions, and avoids reinventing the wheel for every new project. For example, the menu could offer two or three authentication options for different levels of assurance. "Prefab" design templates speed the development process and reduce the possibility of introducing new vulnerabilities with each new round of development.

The security architecture should be developed by both the network design and the IT security teams. It is typically integrated into the existing enterprise network and is dependent on the IT services that are offered through the network infrastructure. The access and security requirements of each IT service should be defined before the network is divided into modules with clearly identified trust levels. Each module can be treated separately and assigned a different security model. The goal is to have layers of security so that a "successful" intruder's access is constrained to a limited part of the network. Just as the bulkhead design in a ship can contain a leak so that the entire ship does not sink, the layered security design limits the damage a security breach has on the health of the entire network. In addition, the architecture should define common security services to be implemented across the network. Typical services include: 

· Password authentication, authorization, and accounting (AAA) 

· Confidentiality provided by virtual private networks (vpns) 

· Access (trust model) 

· Security monitoring by intrusion detection systems (idss)

After the key decisions have been made, the security architecture should be deployed in a phased format, addressing the most critical areas first.

Security Services

Security services are the services provided by a system for implementing the security policy of an organization. A standard set of such services includes: 

· Identification and authentication: unique identification and verification of users through various means, for example: 

· What you know, such as a logon password 

· What you have, such as a key or card 

· What you are; this includes various biometrics such as fingerprints, retina patterns, voice and face characteristics 

This also includes identification and authentication of the remote service or data source via such services as certification servers and global authentication services (single sign-on services).

· Access control and authorization: rights and permissions that control how user can access resources, services, and files 

· Accountability and auditing: services for tracking and logging activites on network systems and linking them to specific user accounts or sources of attacks; an alerting service may also be provided 

· Data confidentiality: services to prevent unauthorized disclosure of data 

· Data integrity and recovery: methods for protecting resources against error, corruption, and unauthorized modification; this usually involves mechanisms using checksums and encryption technologies 

· Data exchange: services which secure data transmissions over internal or external communication channels 

· Object reuse: services which allow multiple users secure access to individual resources; concepts of transactional security may apply here 

· Non-repudiation (origin and delivery): services to protect against any attempt by the sender to falsely deny sending the data, or subsequent attempts by the recipient to falsely deny receiving the data 

· Reliability: methods for ensuring that systems and resources are available and protected against failure or loss 

Security Mechanisms: Prevention

Security mechanisms are the means for implementing security services. They can be divided into three broad categories: 

· Prevention 

· Detection 

· Recovery 

Commonly used prevention mechanisms include the following: 

· Physical security: lockup of physical assets such as networking infrastructure, computing systems, and data storage to provide protection from unauthorized monitoring, theft, corruption, and natural disasters 

· Personnel security: precedures for ensuring that personnel in the organization can be trusted to comply with security policies 

· Trusted computing base: establishing the components of a computing system that are trustworthy; included are such items as the access-control mechanism used to protect such components 

· Access control lists and security labels: mechanisms to define the rights of a principal to access a particular object; these may also be based on capabilities, which are tokens or tickets granted by a security service on the basis of defined access rights 

· Authentication exchange: used to provide authentication of users, data origin, and communications partners; most are based on cryptographic techniques 

· Fault tolerance and redundant systems: systems that are designed to withstand hardware failures and software errors using technologies such as RAID, data replication, server clustering, and UPS services 

· Backups: an essential mechanism to recover lost or corrupted data 

· Encryption: cryptographic methods for protecting files on disks and backups, data transmissions, and e-mail 

· Digital signatures: these implement non-repudiation and are usually based on encryption technologies such as a pubic key infrastructure (PKI) 

· Notarization: a trusted third party that can be used to provide services to the other entities of a system; these services include proof of integrity, origin, destination, and time of transmission 

· Virus protection: usually implemented via automatic programs that monitor systems (including e-mail services) for the telltale signs of virus presence or activity 

· Data integrity mechanisms: checksums and several related techniques provide protection against accidental threats and errors for communications protocols and for storage media 

· Traffic padding: inserting meaningless data into a message to protect against loss of confidentiality through intentional attacks using traffic analysis; this is most effective when the process is protected by cryptographic measures 

· Firewalls: a mechanism for restricting network traffic through well-defined and easily monitored channels using techniques such as packet filtering and proxy services; a related concept takes isolation to the extreme in the form of a physical barrier, or airwall 

· Routing control: methods for ensuring that specific types of sensitive data are transmitted only via secure links 

Security Technologies

As noted earlier, network security design requires that corporations determine the level of implementation investment and the total cost of intrusion they can withstand. Then corporations must decide how to allocate their available network security budgets to adequately secure their networks. To ensure the most comprehensive level of protection possible, every network should include security components that address the following five aspects of network security.

Identity:

Identity is the accurate and positive identification of network users, hosts, applications, services and resources. Identity mechanisms are important because they ensure that authorized users gain access to the enterprise computing resources they need, while unauthorized users are denied access. Cisco Systems networks use the AAA capabilities of the Cisco Secure Access Control Server (ACS) to provide a foundation that authenticates users, determines access levels, and archives all necessary audit and accounting data.

Perimeter Security:

Perimeter security solutions control access to critical network applications, data, and services so that only legitimate users and information can pass through the network. This access control is handled by routers and switches with access control lists (acls) and by dedicated firewall appliances. A firewall provides a barrier to traffic crossing a network's "perimeter" and permits only authorized traffic to pass, according to a predefined security policy. Complementary tools, including virus scanners and content filters, also help control network perimeters. Firewalls are generally the first security products that organizations deploy to improve their security postures. Cisco provides organizations considerable flexibility in firewall choices. The Cisco PIX® Firewall is the world's leading firewall, providing network customers of all sizes unmatched reliability, scalability, and functionality. The Cisco IOS® Firewall provides embedded firewall capabilities in the routing and switched infrastructures. 

Secure Connectivity:

Companies must protect confidential information from eavesdropping or tampering during transmission. By implementing Virtual Private Networks (vpns) enterprises can establish private, secure communications across a public network—usually the Internet—and extend their corporate networks to remote offices, mobile users, telecommuters, and extranet partners. Encryption technology ensures that messages traveling across a VPN cannot be intercepted or read by anyone other than the authorized recipient by using advanced mathematical algorithms to "scramble" messages and their attachments. The Cisco VPN 3000 Concentrator Series is a best-of-breed, remote-access VPN solution. Incorporating the most advanced, high-availability capabilities with a unique purpose-built architecture, the Cisco VPN 3000 concentrators allow corporations to build high-performance, scalable, and robust VPN infrastructures to support their mission-critical, remote-access applications. An ideal way to build site-to-site vpns is with Cisco VPN-optimized routers, which include the Cisco 800, 1700, 2600, 3600, 7100, and 7200 routers. 

Security Monitoring:

To ensure that their networks remain secure, companies should continuously monitor for attacks and regularly test the state of their security infrastructures. Network vulnerability scanners can proactively identify areas of weakness, and intrusion detection systems can monitor and reactively respond to security events as they occur. 

Intrusion detection systems and vulnerability scanners provide an additional layer of network security. While firewalls permit or deny traffic based on source, destination, port, or other criteria, they do not actually analyze traffic for attacks or search the network for existing vulnerabilities. In addition, firewalls typically do not address the internal threat presented by "insiders." The Cisco Intrusion Detection System (IDS) is the industry's first real-time, network intrusion detection system that can protect the network perimeter, extranets, and increasingly vulnerable internal networks. The system uses sensors, which are high-speed network appliances, to analyze individual packets to detect suspicious activity. If the data stream in a network exhibits unauthorized activity or a network attack, the sensors can detect the misuse in real time, forward alarms to an administrator, and remove the offender from the network. The Cisco Secure Scanner is an enterprise-class software scanner application that allows an administrator to identify and fix network security holes before hackers find them. 

Security Policy Management:

As networks grow in size and complexity, the requirement for centralized security policy management tools that can administer security elements is paramount. Sophisticated tools that can specify, manage, and audit the state of security policy through browser-based user interfaces enhance the usability and effectiveness of network security solutions. Cisco provides a centralized, policy-based, security management approach for the enterprise. Cisco Secure Policy Manager (CSPM) supports Cisco security elements in enterprise networks, ensuring a comprehensive, consistent implementation of security policy. Using CSPM, customers can define, distribute, enforce, and audit security policies for hundreds of Cisco Secure PIX firewalls, IDS sensors, and Cisco IOS firewalls from a central location. CSPM also supports Cisco IP security (ipsec) VPN and intrusion detection technologies. In addition, the CSPM solution is also being integrated with ciscoworks2000, Cisco's enterprise network management system, so it can leverage the full capabilities of this widely adopted management solution.

Case Study

Designing an E-commerce Security Architecture.
The blueprint for pulling those products and practices together to meet the standards set forth in the policies is the security architecture. 

Developing the Blueprint 

The word "e-commerce" typically brings to mind the fully online storefront, such as Amazon, or the bricks-and-clicks sites like LL Bean, or the industry exchanges, such as Ariba. These large-scale business models are not representative of most companies' needs, however. In fact, the rush to implement exclusively e-commerce applications and infrastructure solutions has been waning. A recent survey conducted by British research firm Business Intelligence showed that 64% of companies are 12 to 18 months away from a technology infrastructure plan that supports e-commerce. 

It's safe to say that most companies are not racing to embrace full-blown enterprise-encompassing e-commerce business models. There are very few e-commerce pure-plays. In fact, most efforts are relatively modest adjuncts to existing models and systems. Often, a company wants to move an existing application to the Internet, perhaps extending its capabilities at the same time. This is usually done for one of three reasons: 

· To save data communication costs by using the Internet instead of dedicated circuits or value-added networks (VAN); 

· To disintermediate an internal business function (such as customer service) by reaching directly to an audience (having clients update their own records online, for example); or 

· Because a business partner or industry group is driving the requirement. 

Capturing Strategic Vision 

This is where it is most apparent that developing a coherent security architecture is critical for e-business ventures, whether large or small. The security architecture provides the framework for integrating separate products and tools to meet current needs and anticipate future business directions. 

A Web Portal Example 

An example application designed and built by metases demonstrates how to develop a security architecture. The application is an information portal, in which paying subscribers access a closed Web site to view, upload, and download various types of information. It does not have a transactional component, such as one might find at an online store, but it has many of the same security requirements and components. We won't drill down into specific implementation details here, but this should provide guidance for any project team beginning a similar effort. 

The security architecture and design for the portal system comprises two separate but equally important areas. The first is the technical controls, the various hardware and software elements required to secure the overall system. The second is the nontechnical controls, or processes and procedures. These two areas of the security architecture and design--in combination--are implemented to protect the confidentiality, integrity, and availability of the data contained in the portal system per the security requirements captured in the Requirements Document and outlined in the following sections. 

Metases broke the security requirements into four categories: 

· Key assets being protected. These included proprietary company information, confidential customer information, internal network assets, and brand reputation. 

· Key threats to protect against. Metases identified the main threat sources as cyber vandals, disgruntled employees (our own or our clients'), industrial spies targeting our clients, and system administrators who might delete information in error, or accidentally leave accounts or files unprotected. 

· Key activities to protect against. The activities or actions we were most interested in preventing were unauthorized data access, intentional or unintentional deletion or alteration of data, and denial of services. Other sites with different business goals might identify fraud detection and prevention or transaction security as their primary targets. 

· Relative ranking of fundamental security goals. This is an important exercise for every organization as part of the risk mitigation planning process. For this project, the ranking came out like this: 

· Confidentiality: high 

· Integrity: high 

· Availability: medium 

· Auditability: medium 

· Nonrepudiation: N/A 

The project began with the following list of seven broad technical control areas--the minimum that a security architecture should address. Each category can be further broken down into additional subcategories. 

· Hardened infrastructure. Metases followed standard best practices for hardening all of the servers, including using the lowest privilege possible for services, compartmentalizing functionality, and removing all unnecessary services. The Web server software and other applications run in restricted environments to prevent an attacker from leveraging software flaws to gain privileged access to the operating system or critical services. 

· Hardened applications. The application was designed to be stateless--no session information is stored that could be captured or compromised to gain access to the application. There is no mobile code, lessening the risk to both servers and users. 

· Access control. The application server controls access by specific users and groups to specific content through a Security Manager component. This obviates the need for user management at the Web server level (thus also malting it possible to implement read-only Web servers). Users authenticate with user ids and passwords, while system administrators are required to use strong authentication. Firewalls restrict access at the network layer. 

· Encryption. Requiring SSL connections between the Web browser and the Web server ensures confidentiality of data passed between users and the portal. All administrative remote access to the servers uses an encrypted secure shell (SSH), and all files are encrypted in transfer. 

· Auditing and monitoring. Metases implemented logging at multiple layers, including network, OS, database, and application. Log data is captured and stored on a secure host for processing and retrieval. Use of an intrusion-detection system complements logging. 

· Backup and recovery. All the servers are backed up regularly. The saved data is encrypted and copied off-site for redundant storage. 

· System redundancy. All major system components are redundant. Use of a load-balancer appliance maintains availability of the Web servers. Load balancing is also being done for the application servers, which provides the added performance benefit of some degree of caching. 

Metases balanced the technical controls with the following list of nontechnical controls. Again, this is a fairly basic list that should apply to nearly every e-commerce project, although the mileage a company derives from each element may vary. 

· Secure development life-cycle process. Metases followed its own edmethodology for designing security into every phase of project development, beginning with the requirements definition, and continuing through design reviews, implementation, testing, and approval. 

· Annual risk assessment process. It was decided that an annual independent risk assessment was sufficient; companies in other industries or with higher-risk applications may decide that semi-annual or quarterly assessment and vulnerability testing is necessary. 

· Ongoing vulnerability management process. This is the day-to-day maintenance task of tracking and evaluating bugs and patches. It is closely tied to ongoing configuration management efforts. 

· User awareness and training. This is always important, for all communities of users. Metases provides initial training for clients, and updates for both clients and maintainers as needed. 

· User administration. Depending on the type of application, adding and verifying users may be a simple, automated process, or it may require some level of staff intervention, whether initially or later, through customer support. 

· Physical access control. Physical security is such a basic requirement that people sometimes take it for granted, yet direct access to servers and network devices practically guarantees access to the data and the configuration information. A secure hosting facility was chosen for this portal project, where metases staff have the ability to drop in unannounced to get hands-on access to equipment. 

· Real-time monitoring and incident response. Intrusion detection and log monitoring is important, but not worth a hill of beans if an organization doesn't know what they will do when they actually detect an intrusion. Metases created a flow chart and decision tree of actions, and developed procedures for response. 

· Audit/log review. This is another ongoing maintenance activity that must be factored into the cost and upkeep of an e-commerce project. 

· Change management. Mainframe system programmers have long had well-established procedures for system and software change management, but these practices haven't always carried over into the arena of Web servers, firewalls, and Unix or NT-based application servers. The need hasn't gone away, however, and every organization should develop processes for approving, testing, and documenting changes to applications, operating systems, access control lists, and configuration files. Using source code control software to maintain router and firewall acls is not a bad idea, so an organization can always fall back to the previous configuration, or compare new and old configurations in the event of problems. 

· Availability monitoring and system recovery. System availability is monitored at several levels on a regular, automated basis. 

· Disaster recovery. Metases's secure hosting facility has a complete disaster response plan insofar as the physical devices and infrastructure support is concerned, and we have developed our own plan for the applications and data. This is a good time to mention that if an organization chooses to use a hosting facility, that facility should provide documentation covering their call escalation procedures, monitoring methods, and disaster recovery plan. 

Full-time Work 

Developing a workable security architecture is not a part-time job for one or two people. It's a fundamental activity that requires the participation and cooperation of a number of people from across the organization. But the return on investment for making the effort is significant, too--once the architecture has been defined, it can save money, save time, and maybe save your skin. 

Jody Patilla is chief analyst for metases, a leading security services company that assists customers in building security architectures, as well as developing best practices for creating secure applications. Patilla has 20 years experience with systems and network architecture, management, and security, as well as database design, quality assurance, and project management. 

The Cost of Computer Crime

Average Losses

How Money Was Lost                         '97          
 '98

Theft of proprietary information       $944,666       $1,677,000

Sabotage of data or networks         $164,000       $86,000

System penetration by outsider      $132,250       $86,000

Denial of service                 
        n/a          $77,000

Virus                           

 $75,746         $55,000

Unauthorized insider access           $181,437       $2,809,000

How Money Was Lost                             '99                '00

Theft of proprietary information        $1,847,652    $1,136,409

Sabotage of data or networks          $163,740       $535,750

System penetration by outsider        $103,142       $172,448

Denial of service                               $116,250       $108,107

Virus                                                 $45,465          $61,729

Unauthorized insider access            $142,680        $1,008,050

Source: Computer Security Institute, CSI/FBI Computer Crime and Security Survey 

While companies have been holding their own over the past four years in fighting off security breaches, the breaches that do occur are costly. In 2000, the average cost of theft of proprietary information cost companies surveyed more than $1 million, while sabotage to data and networks, which has been on the rise, cost companies an average of over $500,000. 
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