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Chapter 1. Getting Started

GnuPGis atool for securecommunicationThis chapteris a quick-startguidethat
coversthe corefunctionalityof GnuPG.This includeskeypair creation exchangingand
verifying keys, encryptinganddecryptingdocumentsandauthenticatinglocuments
with digital signatureslt doesnot explainin detailthe conceptdehindpublic-key
cryptographyencryption,anddigital signaturesThisis coveredin Chapter2. It also
doesnotexplain how to useGnuPGwisely. Thisis coveredin Chapters3 and4.

GnuPGusespublic-key cryptographysothatusersmay communicatesecurely In a
public-key systemgachuserhasa pair of keys consistingof a private key anda public
key. A users privatekey is keptsecretjt neednever berevealed.The public key may
be givento anyonewith whomthe userwantsto communicateGnuPGusesa
somevhatmoresophisticatedchemen which a userhasa primarykeypair andthen
zeroor moreadditionalsubordinatéeypairs. The primaryandsubordinatkeypairs
arebundledto facilitatekey managemenrdndthe bundlecanoftenbeconsidered
simply asonekeypair.

1.1. Generating a new keypair

Thecommand-lineoption--gen-ley is usedto createa new primary keypair.

alice% gpg --gen-key

gpg (GwPG 0.9.4; Copyright (C 1999 Free Software Foundation, Inc.
This program cones wi th ABSCLUTELY NO WARRANTY.

This is free software, and you are welcone to redistribute it

under certain conditions. See the file COPYING for details.

Pl ease sel ect what kind of key you want:
(1) DSA and El Gamal (default)
(2) DSA (sign only)
(4) El Ganal (sign and encrypt)

Your sel ection?

GnuPGis ableto createseveraldifferenttypesof keypairs,but a primarykey mustbe
capableof makingsignaturesTherearethereforeonly threeoptions.Option 1 actually
createswo keypairs.A DSA keypairis the primarykeypair usableonly for making
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signaturesAn ElGamalsubordinatéeypairis alsocreatedor encryption.Option2 is
similar but createsonly a DSA keypair. Option4* createsa single EIGamalkeypair
usablefor bothmakingsignaturesandperformingencryption.In all casest is possible
to lateraddadditionalsubleys for encryptionandsigning. For mostusersthe default
optionis fine.

You mustalsochoosea key size. Thesizeof a DSA key mustbebetweerb12and1024
bits,andan EIGamalkey maybe of ary size.GnuPG however, requiresthatkeys be
no smallerthan768bits. Thereforejf Option1 waschoserandyou choosea keysize
largerthan1024bits, the EIGamalkey will have therequestedize,but the DSA key
will be 1024bits.

About to generate a new ELG E keypair.
m ni mum keysize is 768 bits
default keysize is 1024 bits
hi ghest suggested keysize is 2048 bits
What keysi ze do you want? (1024)

Thelongerthekey themoresecurdt is againstrute-forceattacks put for almostall
purposeghedefault keysizeis adequateinceit would be cheapeto circumwentthe
encryptionthantry to breakit. Also, encryptionanddecryptionwill beslowerasthe
key sizeis increasedanda largerkeysizemay affect signaturdength. Onceselected,
thekeysizecannever bechanged.

Finally, you mustchooseanexpirationdate.If Option1 waschosentheexpiration
datewill beusedfor boththe EIGamalandDSA keypairs.

Pl ease specify how Il ong the key should be valid
0 = key does not expire
<n> key expires in n days
<n>w = key expires in n weeks
<n>m = key expires in n nonths
<n>y = key expires in n years
Key is valid for? (0)

For mostusersa key thatdoesnot expire is adequateThe expirationtime shouldbe
chosenwith care,however, sincealthoughit is possibleto changethe expirationdate
afterthekey is createdjt maybe difficult to communicatea changeto userswho have
your public key.



1.1.1.

Chapterl. GettingStarted

You mustprovide auserID in additionto thekey parametersTheuserID is usedto
associatehekey beingcreatedwith arealperson.
You need a User-ID to identify your key; the software constructs the user id

from Real Nane, Comment and Email Address in this form
"Heinrich Heine (Der Dichter) <heinrichh@uessel dorf.de>"

Real nane:

Only oneuserID is createdvhenakey is createdput it is possibleto createadditional
userlDs if youwantto usethekey in two or morecontets, e.g.,asanemplo/eeat
work anda political activist ontheside.A userlD shouldbe createdcarefullysinceit
cannotbe editedafterit is created.

GnuPGneedsa passphrast protectthe primaryandsubordinaterivatekeys thatyou
keepin your possession.

You need a Passphrase to protect your private key.

Enter passphrase:

Thereis nolimit onthelengthof apassphrasendit shouldbe carefullychosenFrom
the perspectie of security the passphrast unlockthe privatekey is oneof the
wealestpointsin GnuPG(andotherpublic-key encryptionsystemsaswell) sinceit is
theonly protectionyou have if anothelindividual getsyour privatekey. ldeally, the
passphrasshouldnot usewordsfrom a dictionaryandshouldmix the caseof
alphabeticcharacteraswell asusenon-alphabeticharactersA goodpassphrase
crucialto thesecureuseof GnuPG.

Generating a revocation certificate

After your keypairis createdyou shouldimmediatelygeneratea revocationcertificate
for the primary public key usingthe option--gen-re&voke. If youforgetyour passphrase
or if your privatekey is compromiseabr lost, this revocationcertificatemay be
publishedo notify othersthatthe public key shouldno longerbeused.A revoked
public key canstill be usedto verify signaturesnadeby you in the past,but it cannot

11
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be usedto encryptfuture messagew you. It alsodoesnot affect your ability to decrypt
messagesentto you in the pastif you still do have accesdo the privatekey.

alice% gpg --output revoke.asc --gen-revoke nykey

(-]

Theamumentrry key mustbe akey specifier eitherthekey 1D of your primary keypair
or ary partof auserlD thatidentifiesyour keypair. The generatedertificatewill be
left in thefile r evoke. asc. If the--outputoptionis omitted,theresultwill beplaced
on standardutput. Sincethe certificateis short,you maywish to print ahardcoyy of
the certificateto storesomeavheresafesuchasyour safedepositbox. The certificate
shouldnot be storedwhereotherscanaccesst sinceanybodycanpublishthe
revocationcertificateandrenderthe correspondingpublic key useless.

1.2. Exchanging keys

1.2.1.
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To communicatevith othersyou mustexchangepublic keys. To list the keys on your
public keyring usethe command-lineoption--list-keys.
alice% gpg --list-keys

/users/alicel/.gnupg/ pubring. gpg

pub 1024D¥ BB7576AC 1999- 06-04 Alice (Judge) <alice@yb. org>
sub  1024g/ 7T8E9ASFA 1999- 06- 04

Expor ting a public key

To sendyour public key to a correspondengou mustfirst exportit. Thecommand-line
option--exportis usedto do this. It takesanadditionalargumentidentifying the public
key to export. As with the --gen-revoke option, eitherthekey ID or ary partof theuser
ID maybeusedto identify thekey to export.

alice% gpg --output alice.gpg --export alice@yb.org
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Thekey is exportedin abinaryformat, but this canbeincorvenientwhenthekey is to
be sentthoughemail or publishedon a web page.GnuPGthereforesupportsa
command-lineoption--armor thatthatcausesutputto be generatedn an
ASCIl-armoredformatsimilar to uuencodedlocumentsin generalany outputfrom
GnuPG.e.g.,keys, encrypteddocumentsandsignaturesgcanbe ASCll-armoredby
addingthe--armoroption.

alice% gpg --arnor --export alice@yb.org

---BEA N PGP PUBLI C KEY BLOCK- - -

Version: GiuPG v0.9.7 (G\U Li nux)
Comment: For info see http://ww.gnupg.org

(-]
---END PGP PUBLI C KEY BLOCK- - -

Impor ting a public key
A public key maybeaddedo your public keyring with the --import option.

alice% gpg --inport bl ake. gpg
gpg: key 9E98BC16: public key inported
gpg: Total nunber processed: 1

gpg: imported: 1
alice% gpg --list-keys
/users/alicel/.gnupg/ pubring. gpg

pub 10240 BB7576AC 1999- 06-04 Alice (Judge) <alice@yb. org>
sub 10249/ 7SE9ASFA 1999- 06- 04

pub 1024D/ 9E98BC16 1999- 06- 04 Bl ake (Executioner) <bl ake@yb. org>
sub 10249/ 5C8CBD41 1999- 06- 04

Onceakey is importedit shouldbevalidated.GnuPGusesa powerful andflexible trust
modelthatdoesnot requireyou to personallyalidateeachkey youimport. Somekeys
may needto be personallyalidated however. A key is validatedby verifying thekey’s
fingerprintandthensigningthekey to certify it asavalid key. A key’sfingerprintcan
be quickly viewedwith the --fingerprintcommand-lineoption, but in orderto certify
thekey you musteditit.

alice% gpg --edit-key bl ake@yb. org

pub 1024D/ 9E98BC16 created: 1999-06-04 expires: never trust: -/q

13
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sub 10249/ 5C8CBD41 created: 1999-06-04 expires: never
(1) Blake (Executioner) <blake@yb. org>

Conmand> f pr
pub 1024D/ 9E98BC16 1999- 06- 04 Bl ake (Executioner) <bl ake@yb. org>
Fi ngerprint: 268F 448F CCD7 AF34 183E 52D8 9BDE 1A08 9E98 BCl6

A key’sfingerprintis verifiedwith thekey’s owner. This maybedonein personor over
the phoneor throughary othermeansaslong asyou canguarante¢hatyou are
communicatingvith thekey’strueowner. If thefingerprintyou getis thesameasthe
fingerprintthe key’s ownergets,thenyou canbe surethatyou have a correctcopy of
thekey.

After checkingthefingerprint,you maysignthekey to validateit. Sincekey
verificationis aweakpointin public-key cryptographyyou shouldbe extremely
carefulandalwayschecka key’s fingerprintwith the ownerbeforesigningthe key.

Command> si gn

pub 10240/ 9E98BC16 created: 1999-06-04 expires: never trust: -/q
Fingerprint: 268F 448F CCD7 AF34 183E 52D8 9BDE 1A08 9E98 BCl6

Bl ake (Executioner) <blake@yb. org>

Are you really sure that you want to sign this key
with your key: "Alice (Judge) <alice@yb. org>"

Real Iy sign?

Oncesignedyou cancheckthekey to list the signature®on it andseethe signaturehat
you have added.Every userlD onthekey will have oneor moreself-signatureaswell
asasignaturefor eachuserthathasvalidatedthe key.

Comand> check

uid Blake (Executioner) <blake@yb. org>

si g! 9E98BC16 1999- 06- 04 [sel f-signature]
sig! BB7576AC 1999- 06- 04 Alice (Judge) <alice@yb.org>

1.3. Encrypting and decrypting documents

14
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A publicandprivatekey eachhave a specificrole whenencryptinganddecrypting
documentsA public key maybethoughtof asanopensafe.Whena correspondent
encryptsadocumenusinga public key, thatdocuments putin the safethe safeshut,
andthe combinationlock spunsereraltimes. The correspondingprivatekey is the
combinationthatcanreopenthe safeandretrieve thedocumentln otherwords,only
the personwho holdsthe privatekey canrecorer adocumenencryptedusingthe
associategublic key.

Theprocedurdor encryptinganddecryptingdocumentss straightforvardwith this
mentalmodel.If youwantto encrypta message¢o Alice, you encryptit usingAlice’s
public key, andshedecryptst with herprivatekey. If Alice wantsto sendyoua
messagesheencryptst usingyour public key, andyou decryptit with your key.

To encrypta documenthe option--encryptis used.You musthave the public keys of
theintendedrecipients.The softwareexpectsthe nameof the documento encryptas
input or, if omitted,on standardnput. Theencryptedesultis placedon standard
outputor asspecifiedusingthe option--output. Thedocumenis compressedbr
additionalsecurityin additionto encryptingit.

alice% gpg --output doc.gpg --encrypt --recipient blake@yb.org doc

The--recipientoptionis usedoncefor eachrecipientandtakesanextra algument
specifyingthe public key to which the documenshouldbe encrypted.Theencrypted
documentanonly bedecryptedoy someonevith a privatekey thatcomplementene
of therecipients’public keys. In particular you cannotdecrypta documenencrypted
by you unlessyou includedyour own public key in therecipientlist.

To decrypta messagéhe option--decryptis used.You needthe privatekey to which
themessagevasencrypted.Similar to the encryptionprocessthedocumento decrypt
is input, andthe decryptedesultis output.

bl ake% gpg --output doc --decrypt doc.gpg

You need a passphrase to unlock the secret key for

user: "Bl ake (Executioner) <blake@yb. org>"

1024-bit ELG E key, | D 5C8CBD41, created 1999-06-04 (nain key | D 9E98BCL6)

Enter passphrase:

15
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Documentsnayalsobe encryptedwithout usingpublic-key cryptographylnstead,
only asymmetriccipheris usedto encryptthedocument.The key usedto drive the
symmetriccipheris dervedfrom a passphrassuppliedwhenthe documenis
encryptedandfor goodsecurity it shouldnot bethe samepassphrasthatyou useto
protectyour privatekey. Symmetricencryptionis usefulfor securingdocumentsvhen
the passphrasdoesnot needto be communicatedo others.A documentanbe
encryptedvith asymmetriccipherby usingthe --symmetricoption.

alice% gpg --output doc.gpg --symetric doc
Enter passphrase:

1.4. Making and verifying signatures

16

A digital signaturecertifiesandtimestamps documentlf thedocuments
subsequentlynodifiedin ary way, a verificationof the signaturewill fail. A digital
signaturecansene the samepurposeasa hand-writtensignaturewith the additional
benefitof beingtamperresistantThe GnuPGsourcedistribution, for example,is
signedsothatuserscanverify thatthe sourcecodehasnot beenmodifiedsinceit was
packaged.

Creatingandverifying signaturesisesthe public/privatekeypairin anoperation
differentfrom encryptionanddecryption.A signaturds createdusingthe privatekey
of the signer Thessignaturds verifiedusingthe correspondingublic key. For
example,Alice would useherown privatekey to digitally signherlatestsubmissiorto
the Journalof InorganicChemistry Theassociateditor handlinghersubmission
would useAlice’s public key to checkthe signatureto verify thatthe submissionndeed
camefrom Alice andthatit hadnotbeenmodifiedsinceAlice sentit. A consequence
of usingdigital signaturess thatit is difficult to dery thatyou madea digital signature
sincethatwould imply your privatekey hadbeencompromised.

Thecommand-lineoption--signis usedto make a digital signature Thedocumento
signis input, andthe signeddocumentis output.

alice% gpg --output doc.sig --sign doc
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You need a passphrase to unlock the private key for
user: "Alice (Judge) <alice@yb. org>"
1024-bit DSA key, |D BB7576AC, created 1999-06- 04

Enter passphrase:

Thedocumenis compressetheforesigned,andtheoutputis in binaryformat.

Givenasigneddocumentyou caneithercheckthe signatureor checkthe signatureand
recover the original document.To checkthe signatureusethe --verify option. To verify

the signatureandextractthe documenusethe --decryptoption. The signeddocument

to verify andrecoveris inputandthe recorereddocuments output.

bl ake% gpg --output doc --decrypt doc.sig

gpg: Signature made Fri Jun 4 12:02:38 1999 CDT using DSA key |1 D BB7576AC
gpg: Good signature from"Alice (Judge) <alice@yb. org>"

Clearsigned documents

A commonuseof digital signaturess to signusenepostingsor emailmessagedn
suchsituationsit is undesirabléo compresshe documentwvhile signingit. The option
--clearsigncauseshe documento bewrappedn an ASCIlI-armoredsignatureout
otherwisedoesnot modify thedocument.

alice% gpg --clearsign doc

You need a passphrase to unlock the secret key for
user: "Alice (Judge) <alice@yb.org>"
1024-bit DSA key, |D BB7576AC, created 1999-06- 04

---BEA N PGP S| GNED MESSAGE- - -
Hash: SHA1

[-..]

---BEA N PGP S| GNATURE- - -

Version: GiuPG v0.9.7 (G\U Li nux)

Comment: For info see http://ww.gnupg.org

i EYEARECAAYFA] dYCQACgkQI9S6ULt 1dqz61 wCf Q7wP6i / | 8Hhbc OSKF4ELY QB1
0CoAoQuqpRgEzr 4k OkQuHRLE/ b8/ Rn2k

=y6kj

---END PGP S| GNATURE- - -

17
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1.4.2. Detached signhatures

A signeddocumentaslimited usefulnessOtherusersmustrecover the original
documenfrom the signedversion,andevenwith clearsigneadlocumentsthe signed
documenmmustbe editedto recoverthe original. Therefore thereis a third methodfor
signingadocumenthatcreatesa detachedignature A detachedsignaturds created
usingthe--detach-sigption.

alice% gpg --output doc.sig --detach-sig doc

You need a passphrase to unlock the secret key for
user: "Alice (Judge) <alice@yb.org>"

1024-bit DSA key, |D BB7576AC, created 1999-06- 04

Enter passphrase:

Both thedocumentanddetachedignatureareneededo verify thesignature.The
--verify optioncanbeto checkthe signature.

bl ake% gpg --verify doc.sig doc
gpg: Signature nade Fri Jun 4 12:38:46 1999 CDT using DSA key | D BB7576AC
gpg: Good signature from"Alice (Judge) <alice@yb. org>"

Notes

1. Option3isto generatanElGamalkeypairthatis notusablefor makingsignatures.

2. Many command-lineptionsthatarefrequentlyusedcanalsobesetin a
configuratiorfile.

18



Chapter 2. Concepts

GnuPGmalkesusesof severalcryptographiaconceptsncludingsymmetriciphers,
public-key ciphers, andone-wayhashing You canmake basicuseGnuPGwithout fully
understandingheseconceptsbut in orderto useit wisely someunderstandingf them
is necessary

This chapterintroduceghe basiccryptographiaconceptaisedin GhnuPG.Otherbooks
coverthesetopicsin muchmoredetail. A goodbookwith which to pursuefurther
studyis BruceSchneiers “Applied Cryptography”.

2.1. Symmetric ciphers

A symmetriccipheris a cipherthatusesthe samekey for bothencryptionand
decryption.Two partiescommunicatingisinga symmetricciphermustagreeonthe
key beforehandOncethey agreethe sendeencryptsa messageisingthe key, sendst
to therecever, andtherecever decryptsthe messageisingthekey. As anexample,the
GermanEnigmais a symmetriccipher anddaily keys weredistributedascodebooks.
Eachday, a sendingor receving radiooperatomwould consulthis copy of thecode
bookto find theday’s key. Radiotraffic for thatdaywasthenencryptedanddecrypted
usingtheday’s key. Modernexamplesof symmetricciphersinclude3DES,Blowfish,
andIDEA.

A goodcipherputsall the securityin thekey andnonein thealgorithm.In otherwords,
it shouldbeno helpto anattacler if heknows which cipheris beingused.Only if he
obtainsthe key would knowledgeof the algorithmbe neededThe ciphersusedin
GnuPGhave this property

Sinceall the securityis in thekey, thenit is importantthatit be very difficult to guess
thekey. In otherwords,the setof possiblekeys, i.e.,thekey space needdo belarge.
While at Los Alamos,RichardFeynmanwasfamousfor his ability to cracksafes.To
encourageéhe mystiquehe evencarriedarounda setof toolsincludinganold
stethoscopen reality, he useda variety of tricks to reducethe numberof combinations
he hadto try to a smallnumberandthensimply guessedintil hefoundtheright
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combination.In otherwords,hereducedhesizeof thekey space.

Britain usedmachinego guesskeys duringWorld War 2. The GermanEnigmahada
very large key spacebut the British built speciailzeccomputingenginesthe Bombes,
to mechanicallytry keys until theday’s key wasfound. This meantthatsometimeghey
foundtheday’s key within hoursof the new key’s use,but it alsomeantthaton some
daysthey neverdid find theright key. The Bombeswerenot general-purpose
computersdut wereprecursorso modern-daycomputers.

Today computersanguesskeys very quickly, andthis is why key sizeis importantin
moderncryptosystemsThe cipherDES usesa 56-bit key, which meanghatthereare
2°% possiblekeys. 2*°is 72,057,594,037,927,93@ys. Thisis alot of keys, but a
general-purposeomputercancheckthe entirekey spacan a matterof days.A
specializeccomputercancheckit in hours.On the otherhand,morerecentlydesigned
cipherssuchas3DES,Blowfish,andIDEA all use128-bitkeys, which meanghereare
2'% possiblekeys. Thisis mary, mary morekeys, andevenif all thecomputersonthe
planetcooperatedit couldstill take moretime thanthe ageof the universeto find the

key.

2.2. Public-ke y cipher s
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The primaryproblemwith symmetricciphersis nottheir securitybut with key
exchange Oncethe sendeandrecever have exchangedeys, thatkey canbe usedto
securelycommunicatebut whatsecurecommunicatiorchannelwasusedto
communicatehekey itself? In particular it would probablybe mucheasierfor an
attacler to work to interceptthe key thanit is to try all thekeysin thekey space.
Anotherproblemis the numberof keys neededIf therearen peoplewho needto
communicatethenn(n-1)/2keys areneededor eachpair of peopleto communicate
privately This maybe ok for a smallnumberof peoplebut quickly becomesinwieldly
for large groupsof people.

Public-key cipherswereinventedto avoid the key-exchangeproblementirely. A
public-key cipherusesa pair of keys for sendingmessageslhetwo keys belongto the
persorreceving the messageOnekey is a public key andmaybe givento anybody.
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Theotherkey is a private key andis keptsecrety theowner. A senderencryptsa
messageisingthe public key andonceencryptedpnly the privatekey may be usedto
decryptit.

This protocolsolvesthe key-exchangeprobleminherentwith symmetricciphers.There
is no needfor the senderandreceverto agreeuponakey. All thatis requiredis that
sometime beforesecretcommunicatiorthe sendegetsa copy of therecever’s public
key. Furthermoretheonepublic key canbe usedby anybodywishingto communicate
with therecever. Soonly n keypairsareneededor n peopleto communicatesecretly
with oneanother

Public-key ciphersarebasedn one-way trapdoorfunctions.A one-way functionis a
functionthatis easyto compute pbut theinverseis hardto compute.For example,it is
easyto multiply two prime numberdogetherto geta compositeput it is difficult to
factoracompositanto its primecomponents.& one-way trapdoorfunctionis similar,
but it hasatrapdoor Thatis, if somepieceof informationis known, it becomegasyto
computetheinverse.For example,if you have anumbermmadeof two primefactors,
thenknowing oneof thefactorsmakesit easyto computethe second Givena
public-key cipherbasedn primefactorizationthe public key containsa composite
numbermadefrom two large prime factors,andthe encryptionalgorithmuseshat
compositeo encryptthe messageThe algorithmto decryptthe messageequires
knowing the primefactors sodecryptionis easyif you have the privatekey containing
oneof thefactorsbut extremelydifficult if youdo nothaveit.

As with goodsymmetriccipherswith agoodpublic-key cipherall of the securityrests
with thekey. Thereforekey sizeis ameasuref the systems security but onecannot
comparehesizeof asymmetriccipherkey anda public-key cipherkey asa measuref
theirrelative security In a brute-forceattackon a symmetriccipherwith akey sizeof
80 bits, the attacker mustenumerateip to 2%-1 keys to find theright key. In a
brute-forceattackon a public-key cipherwith akey sizeof 512bits, the attacler must
factoracompositenumberencodedn 512bits (up to 155decimaldigits). The
workloadfor theattacleris fundamentallydifferentdependingpnthecipherheis
attacking.While 128bitsis sufficientfor symmetricciphers giventoday’s factoring
technologypublic keys with 1024bits arerecommendeébr mostpurposes.
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2.3. Hybrid cipher s

Public-key ciphersareno panaceaMany symmetricciphersarestrongerfrom a
securitystandpointandpublic-key encryptionanddecryptionaremoreexpensve than
the correspondingperationsn symmetricsystemsPublic-key ciphersare
neverthelessan effective tool for distributing symmetriccipherkeys, andthatis how
they areusedin hybrid ciphersystems.

A hybrid cipheruseshotha symmetriccipheranda public-key cipher It worksby
usinga public-key cipherto sharea key for thesymmetriccipher Theactualmessage
beingsentis thenencryptedusingthe key andsentto therecipient.Sincesymmetric
key sharingis securethe symmetrickey usedis differentfor eachmessagsent.Hence
it is sometime<alleda sessiorkey.

Both PGPandGnuPGusehybrid ciphers.The sessiorkey, encryptedusingthe
public-key cipher andthe messagd®eingsent,encryptedwith the symmetriccipher
areautomaticallycombinedn onepackageTherecipientuseshis private-ley to
decryptthe sessiorkey andthe sessiorkey is thenusedto decryptthe message.

A hybrid cipheris no strongerthanthe public-key cipheror symmetriccipherit uses,
whicheveris wealer. In PGPandGnuPG the public-key cipheris probablythe wealer
of the pair. Fortunately however, if anattacler coulddecrypta sessiorkey it would
only beusefulfor readingthe onemessagencryptedwith thatsessiorkey. The
attacler would have to startover anddecryptanothersessiorkey in orderto readany
othermessage.

2.4. Digital signhatures

22

A hashfunctionis a mary-to-onefunctionthatmapsits inputto a valuein afinite set.
Typically this setis arangeof naturalnumbers A simplehashfunctionis f (x) = O for
all integersx. A moreinterestinghashfunctionis f (x) = x mod37, which mapsx to the
remaindeiof dividing x by 37.

A document digital signatures theresultof applyinga hashfunctionto the
document.To beuseful,however, the hashfunctionneedgo satisfytwo important
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propertiesFirst, it shouldbe hardto find two documentghathashto the samevalue.
Secondgivenahashvalueit shouldbe hardto recoverthedocumenthatproducedhat
value.

Somepublic-key ciphers couldbeusedto signdocumentsThe signerencryptsthe
documentith his privatekey. Anybodywishingto checkthe signatureandseethe
documensimply usesthe signers public key to decryptthedocument.This algorithm
doessatisfythetwo propertiesmneededrom a goodhashfunction,but in practice this
algorithmis too slow to be useful.

An alternatveis to usehashfunctionsdesignedo satisfythesetwo important
propertiesSHA andMD5 areexamplesof suchalgorithms.Usingsuchanalgorithm,a
documents signedby hashingt, andthe hashvalueis the signature Anotherperson
cancheckthe signatureby alsohashingtheir copy of thedocumentandcomparingthe
hashvaluethey getwith the hashvalueof the original documentlIf they matchi,it is
almostcertainthatthe documentsreidentical.

Of coursetheproblemnow is usinga hashfunctionfor digital signaturesvithout
permittinganattaclerto interferewith signaturechecking.If thedocumentand
signaturearesentunencryptedanattacler could modify thedocumentaindgenerate
correspondingignaturewithout therecipients knowledge.If only thedocumenis
encryptedanattacler couldtamperwith the signatureandcausea signaturecheckto
fail. A third optionis to usea hybrid public-key encryptionto encryptboththe
signatureanddocument.The signeruseshis privatekey, andarnybodycanusehis
public key to checkthe signatureanddocument.This soundsggoodbut is actually
nonsenself thisalgorithmtruly securedhe documenit would alsosecurdt from
tamperingandtherewould be no needfor the signature The moreseriousproblem,
however, is thatthis doesnot protecteitherthe signatureor documenfrom tampering.
With this algorithm,only the sessiorkey for the symmetriccipheris encryptedising
thesigners privatekey. Anybodycanusethe public key to recover the sessiorkey.
Thereforejt is straightforvardfor anattaclerto recover the sessiorkey anduseit to
encryptsubstitutedocument@ndsignatures$o sendto othersin thesenders name.

An algorithmthatdoeswork is to usea public key algorithmto encryptonly the
signatureln particular the hashvalueis encryptedusingthe signers privatekey, and
anbodycancheckthe signatureusingthe public key. The signeddocumentanbe sent

23
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usingary otherencryptionalgorithmincludingnoneif it is a publicdocumentlf the
documenis modifiedthe signaturecheckwill fail, but thisis preciselywhatthe
signaturecheckis supposedo catch.The Digital SignatureStandardDSA) is a public
key signaturealgorithmthatworksasjust describedDSA is the primary signing
algorithmusedin GnuPG.

Notes

24

1. Theciphermusthave the propertythatthe actualpublic key or privatekey couldbe
usedby theencryptionalgorithmasthe public key. RSAis anexampleof suchan
algorithmwhile EIGamalis notanexample.
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Key tamperings a major securityweaknessvith public-key cryptographyAn
eavesdroppemaytamperwith ausers keyringsor forgea users public key andpostit
for othersto downloadanduse.For example,supposeChloewantsto monitorthe
messagethatAlice sendgo Blake. Shecould mountwhatis calleda manin the
middleattack.In this attack,Chloecreatesa new public/privatekeypair. Shereplaces
Alice’s copy of Blake’s public key with the new public key. Shetheninterceptshe
messagethatAlice sendgo Blake. For eachintercept,shedecryptst usingthe nev
privatekey, reencryptst usingBlake’s true public key, andforwardsthereencrypted
messag¢o Blake. All messagesentfrom Alice to Blake cannow bereadby Chloe.

Goodkey managemens crucialin orderto ensurenotjusttheintegrity of your
keyringsbut theintegrity of otherusers’keyringsaswell. The coreof key management
in GnuPGis the notionof signingkeys. Key signinghastwo main purposesit permits
you to detecttamperingon your keyring, andit allows you to certify thata key truly
belongsto the persomnamedby auserlD onthekey. Key signaturesrealsousedin a
schemeknown asthewebof trust to extendcertificationto keys not directly signedby
you but signedby othersyou trust. Responsible@iserswho practicegoodkey
managementandefeatkey tamperingasa practicalattackon securecommunication
with GnuPG.

3.1. Managing your own keypair

A keypairhasa public key anda privatekey. A public key consistsf the public
portionof the mastersigningkey, the public portionsof the subordinatesigningand
encryptionsubleys, anda setof userlDs usedto associateéhe public key with areal
person.Eachpiecehasdataaboutitself. For a key, this dataincludesits ID, whenit
wascreatedwhenit will expire, etc. For auserID, this dataincludesthe nameof the
realpersont identifies,anoptionalcommentandanemailaddressThe structureof
the privatekey is similar, exceptthatit containsonly the privateportionsof the keys,
andthereis no userID information.
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Thecommand-lineoption--edit-key maybe usedto view a keypair. For example,

chl oe% gpg --edit-key chl oe@yb.org
Secret key is available.

pub 10240/ 26B6AAE1 created: 1999-06-15 expires: never trust: -/u
sub 20489/ OCF8CB7A created: 1999-06-15 expires: never

sub 1792G 08224617 created: 1999-06-15 expires: 2002-06-14

sub 960D/ BIF423E7 created: 1999-06-15 expires: 2002-06-14

(1) Chloe (Jester) <chloe@yb. org>

(2) Chloe (Plebian) <chloe@el.net>

Conmmand>

Thepublic key is displayedalongwith anindicationof whetheror notthe privatekey is
available.Informationabouteachcomponenbdf the public key is thenlisted. Thefirst
columnindicatesthetypeof thekey. Thekeyword pub identifiesthe public master
signingkey, andthe keyword sub identifiesa public subordinaté&key. Thesecond
columnindicatesthe key’s bit length,type,andID. Thetypeis D for aDSA key, g for
anencryption-onlyElGamalkey, andG for an EIGamalkey thatmaybe usedfor both
encryptionandsigning. The creationdateandexpirationdatearegivenin columns
threeandfour. TheuserlDs arelistedfollowing the keys.

More informationaboutthe key canbe obtainedwith interactve commandsThe
commandoggle switchesbetweerthe public andprivatecomponent®f a keypair if
indeedbothcomponentsreavailable.

Conmand> t oggl e

sec 1024D/ 26B6AAE1 created: 1999-06-15 expires: never

sbb 20489/ OCF8CB7A created: 1999-06-15 expires: never

sbb 1792G 08224617 created: 1999-06-15 expires: 2002-06-14
sbb 960D/ BIF423E7 created: 1999-06-15 expires: 2002-06-14
(1) Chloe (Jester) <chloe@yb. org>

(2) Chloe (Plebian) <chloe@el.net>

Theinformationprovidedis similar to thelisting for the public-key componentThe
keyword sec identifiesthe privatemastersigningkey, andthe keyword sbb identifies
the privatesubordinate&eys. The userlDs from the public key arealsolistedfor
cornvenience.
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3.1.1. Key integrity

Whenyou distribute your public key, you aredistributing the public component®f
your masterandsubordinateeys aswell asthe userlDs. Distributing this material
alone,however, is asecurityrisk sinceit is possiblefor anattacler to tamperwith the
key. Thepublic key canbe modifiedby addingor substitutingkeys, or by addingor
changinguseriDs. By tamperingwith auserlD, theattacler couldchangeheuserlD’s
emailaddresso have emailredirectedo himself. By changingoneof theencryption
keys, theattacler would alsobe ableto decryptthe messageeedirectedo him.

Usingdigital signaturess a solutionto this problem.Whendatais signedby a private
key, the correspondingublic key is boundto the signeddata.In otherwords,only the
correspondingublic key canbe usedto verify the signatureandensurethatthedata
hasnotbeenmodified.A public key canbeprotectedrom tamperingoy usingits
correspondingrivatemasterkey to signthe public key componentanduseriDs, thus
bindingthe componentso the public masterkey. Signingpublic key componentsvith
the correspondingrivatemastersigningkey is calledself-signinganda public key
thathasself-signeduserIDs boundto it is calleda certificate

As anexample,Chloehastwo userlDs andthreesubleys. The signatureontheuser
IDs canbe checledwith thecommandcheck from the key editmenu.

chl oe% gpg --edit-key chloe
Secret key is available.

pub 1024D/ 26B6AAEL1 created: 1999-06-15 expires: never trust: -/u
sub 20489/ OCF8CB7A created: 1999-06-15 expires: never

sub 1792G 08224617 created: 1999-06-15 expires: 2002-06-14

sub 960D/ BLF423E7 created: 1999-06-15 expires: 2002-06-14

(1) Chloe (Jester) <chloe@yb. org>

(2) Chloe (Plebian) <chloe@el.net>

Comand> check
uid Chloe (Jester) <chloe@yb. org>

si g! 26B6AAE1 1999-06- 15 [sel f-signature]
uid Chloe (Plebian) <chloe@el.net>
sig! 26B6AAE1 1999- 06- 15 [sel f-signature]

As expectedthesigningkey for eachsignaturas the mastersigningkey with key ID
0x26B6AAEL. Theself-signaturesnthe subleys arepresenin the public key, but they
arenotshavn by the GnuPGinterface.
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3.1.2. Adding and deleting key components

28

Both new subleys andnew userlDs maybe addedo your keypair afterit hasbeen
created A userID is addedusingthe commandadduid. You arepromptedfor areal
name emailaddressandcommengustaswhenyou createaninitial keypair. A subley
is addedusingthecommandaddkey. Theinterfaceis similar to theinterfaceused
whencreatinganinitial keypair. The subley maybea DSA signingkey, and
encrypt-onlyElGamalkey, or a sign-and-encrypElGamalkey. Whena subley or user
ID is generatedt is self-signedusingyour mastersigningkey, which is why you must
supplyyour passphrasehenthekey is generated.

Additional userlDs areusefulwhenyou needmultiple identities.For example,you
may have anidentity for your job andanidentity for your work asa political actwvist.
Coworkerswill know you by yourwork userlD. Coactvistswill know you by your
actiist userID. Sincethosegroupsof peoplemay not overlap,though,eachgroupmay
nottrustthe otheruserlD. BothuserIDs arethereforenecessary

Additional subleys arealsouseful. The userlDs associatedvith your public master
key arevalidatedby the peoplewith whomyou communicateandchangingthe master
key thereforerequiresrecertification.This may be difficult andtime consumingf you
communicatavith mary people.Ontheotherhand,it is goodto periodicallychange
encryptionsubleys. If akey is broken,all thedataencryptedwith thatkey will be
vulnerable By changingkeys, however, only the dataencryptedvith the onebroken
key will berevealed.

Subleys anduserlDs mayalsobedeleted.To deletea subley or userlD you mustfirst
selectit usingthekey or uid commandsespectrely. Thesecommandsaretoggles.For
example thecommandkey 2 selectghe secondsubley, andinvokingkey 2 again
deselectdt. If noextraargumentis given,all subleys or userlDs aredeselectedOnce
theuserlDs to bedeletedareselectedthe commanddeluid actuallydeletegheuser
IDs from your key. Similarly, thecommandielkey deletesall selectedsublkeys from
bothyour public andprivatekeys.

For local keyring managemengeletingkey componentss agoodway to trim other
peoples public keys of unnecessargnaterial.DeletinguserlDs andsubleys on your
own key, however, is not alwayswise sinceit complicateskey distribution. By default,
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whenauserimportsyour updatedoublic key it will be megedwith theold copy of
your publickey onhisring if it exists. Thecomponent$rom bothkeysarecombinedn
thememge,andthis effectively restoresary componentyou deleted.To properly
updatethe key, the usermustfirst deletetheold versionof your key andthenimportthe
new version.This putsanextra burdenon the peoplewith whomyou communicate.
Furthermoreif yousendyour key to akeysener, themergewill happerregardlessand
anybodywho downloadsyour key from a keysenerwill never seeyour key with
componentsleleted.Consequentlyfor updatingyour own key it is betterto revoke key
componentsnsteadof deletingthem.

Revoking key components

To revoke asubley it mustbe selectedOnceselectedt mayberevokedwith the
revkey command.Thekey is revoked by addinga revocationself-signaturdo the key.
Unlike the command-lineoption--gen-revoke, the effect of revoking asubley is
immediate.

Conmand> r evkey
Do you really want to revoke this key? y

You need a passphrase to unlock the secret key for
user: "Chloe (Jester) <chloe@yb. org>"
1024-bit DSA key, | D B87DBA93, created 1999-06-28

pub 10240/ B87DBA93 created: 1999-06-28 expires: never trust: -/u
sub 20489/ B7934539 created: 1999-06-28 expires: never

sub 1792G 4E3160AD created: 1999-06-29 expires: 2000-06-28

rev! subkey has been revoked: 1999-06-29

sub 960D/ E1IF56448 created: 1999-06-29 expires: 2000-06-28

(1) Chloe (Jester) <chloe@yb. org>

(2) Chloe (Plebian) <chloe@el.net>

A userlID is revokeddifferently Normally, auserID collectssignatureshatattestthat
theuserlD describeshe personwho actuallyownsthe associate#ey. In theory auser
ID describes personforever, sincethatpersorwill never changeln practice though,
elementof theuserlD suchasthe emailaddressandcommenimay changeovertime,
thusinvalidatingtheuserID.
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The OpenPGPspecificatiordoesnot supportuserID revocation,but auserlD can
effectively berevokedby revoking the self-signaturentheuserID. For thesecurity
reasonglescribedreviously, correspondentwill nottrustauserlD with novalid

self-signature.

A signatureas revoked by usingthe command evsig. Sinceyou may have signedary
numberof userlDs, the userinterfacepromptsyou to decidefor eachsignature

whetheror notto revokeit.

Conmand> revsig
You have signed these user |Ds:
Chl oe (Jester) <chl oe@yb. org>
si gned by B87DBA93 at 1999-06- 28
Chl oe (Pl ebian) <chloe@el.net>
si gned by B87DBA93 at 1999-06- 28
user ID: "Chloe (Jester) <chloe@yb. org>"
signed with your key B87DBA93 at 1999- 06- 28
Create a revocation certificate for this signature? (y/Nn
user I D: "Chloe (Plebian) <chloe@el.net>"
signed with your key B87DBA93 at 1999- 06- 28
Create a revocation certificate for this signature? (y/Ny
You are about to revoke these signatures:
Chl oe (Pl ebian) <chloe@el.net>
signed by B87DBA93 at 1999-06- 28
Real ly create the revocation certificates? (y/Ny

You need a passphrase to unlock the secret key for
user: "Chloe (Jester) <chloe@yb. org>"
1024-bit DSA key, |D B87DBA93, created 1999-06-28

pub 1024D/ B87DBA93 created: 1999-06-28 expires: never
sub 20489/ B7934539 created: 1999-06-28 expires: never

sub 1792G 4E3160AD created: 1999-06-29 expires: 2000-06-28

rev! subkey has been revoked: 1999-06-29

sub 960D/ E1IF56448 created: 1999-06-29 expires: 2000-06-28

(1) Chloe (Jester) <chloe@yb. org>
(2) Chloe (Plebian) <chloe@el.net>

trust: -/u

A revokeduserID is indicatedby therevocationsignatureon the ID whenthe

signature®nthekey’s userlDs arelisted.

Command> check
uid Chloe (Jester) <chloe@yb. org>

si g! B87DBA93 1999- 06- 28 [sel f-signature]
uid Chloe (Plebian) <chloe@el.net>

rev! B87DBA93 1999- 06- 29 [revocation]

sig! B87DBA93 1999- 06- 28 [sel f-signature]
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Revoking bothsubleys andself-signaturesn userlDs addsrevocationself-signatures
to thekey. Sincesignaturesarebeingaddedandno materialis deleted arevocation

will alwaysbevisible to otherswhenyour updatedoublic key is distributedandmeiged
with oldercopiesof it. Revocationthereforeguaranteethateverybodyhasa consistent
copy of your public key.

Updating a key’s expiration time

Theexpirationtime of a key maybeupdatedwith thecommandexpire from thekey
editmenu.lf nokey is selectedhe expirationtime of the primarykey is updated.
Otherwisethe expirationtime of the selectedsubordinatekey is updated.

A key’s expirationtime is associateavith the key’s self-signatureThe expirationtime
is updatedoy deletingthe old self-signaturendaddinga new self-signatureSince
correspondentwill nothave deletedthe old self-signaturethey will seeanadditional
self-signaturen the key whenthey updatetheir copy of your key. Thelatest
self-signaturg¢akesprecedencdjowever, soall correspondentwill unambiguously
know the expirationtimesof your keys.

3.2. Validating other keys on your public
keyring

In Chapterl aprocedurevasgivento validateyour correspondentgublickeys: a
correspondentg’key is validatedby personallycheckinghis key’s fingerprintandthen
signinghis public key with your privatekey. By personallycheckingthefingerprint
you canbesurethatthe key really doesbelongto him, andsinceyou have signedthey
key, you canbesureto detectany tamperingwith it in thefuture. Unfortunatelythis
proceduras awkwardwheneitheryou mustvalidatea large numberof keys or
communicatevith peoplewhomyou do notknow personally

GnuPGaddressethis problemwith a mechanisnpopularlyknown asthewebof trust.
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In theweb of trustmodel,responsibilityfor validatingpublic keys is delegatedto
peopleyou trust. For example,suppose

- Alice hassignedBlake’s key, and
- Blake hassignedChloes key andDharmas key.

If Alice trustsBlake to properlyvalidatekeysthathe signs,thenAlice caninfer that
Chloes andDharmas keys arevalid without having to personallycheckthem. She
simply useshervalidatedcopy of Blake’s public key to checkthatBlake’s signature®n
ChloesandDharmas aregood. In generalassuminghatAlice fully trustseverybody
to properlyvalidatekeys they sign,thenary key signedby avalid key is also
consideredalid. Therootis Alice’s key, whichis axiomaticallyassumedo bevalid.

Trust in a key’s owner

In practicetrustis subjectve. For example,Blake’s key is valid to Alice sinceshe
signedit, but shemay nottrustBlake to properlyvalidatekeys thathe signs.In that
caseshewould nottake Chloes andDharmas key asvalid basedon Blake’s
signatureslone.Thewebof trustmodelaccountdor this by associatingvith each
public key onyour keyring anindicationof how muchyou trustthe key’s owner. There
arefour trustlevels.

unknowvn
Nothingis known aboutthe owner’s judgemenin key signing.Keys onyour
public keyring thatyou do notown initially have thistrustlevel.

none

Theowneris known to improperlysignotherkeys.

maiginal

Theownerunderstandtheimplicationsof key signingandproperlyvalidateskeys
beforesigningthem.
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full

Theownerhasanexcellentunderstandingf key signing,andhis signatureon a
key would beasgoodasyour own.

A key’'strustlevel is somethinghatyou aloneassignto the key, andit is considered
privateinformation.It is not packagedvith thekey whenit is exported;it is even
storedseparatelyrom your keyringsin a separatelatabase.

The GnuPGkey editormaybeusedto adjustyourtrustin akey’s owner Thecommand
istrust. In this exampleAlice editshertrustin Blake andthenupdateghetrust
databaséo recomputavhich keys arevalid basedn hernew trustin Blake.

alice% gpg --edit-key bl ake

pub 1024D/ 8B927C8BA created: 1999-07-02 expires: never trust: q/f
sub 10249/ C19EA233 created: 1999-07-02 expires: never
(1) Blake (Executioner) <blake@yb. org>

Command> trust

pub 1024D/ 8B927C8BA created: 1999-07-02 expires: never trust: g/f
sub 10249/ C19EA233 created: 1999-07-02 expires: never

(1) Blake (Executioner) <blake@yb. org>

Pl ease deci de how far you trust this user to correctly
verify other users’ keys (by |ooking at passports,
checking fingerprints fromdifferent sources...)?

Don’t know

I do NOT trust

I trust marginally

I trust fully

pl ease show ne nore information
back to the main nenu

30 bwNPE
o mwnmnn

Your decision? 3

pub 10240/ 8B927C8A created: 1999-07-02 expires: never trust: mf
sub 10249/ C19EA233 created: 1999-07-02 expires: never
(1) Blake (Executioner) <blake@yb. org>

Conmand> qui t

(-]

Trustin the key’s ownerandthe key’s validity areindicatedto theright whenthekey is
displayed.Trustin the owneris displayedfirst andthe key’s validity is second The
four trusthalidity levelsareabbreiated: unknavn (q), none(n), maginal (m), andfull
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(f). In this case Blake’s key is fully valid sinceAlice signedit herself.Sheinitially has
anunknown trustin Blake to properlysignotherkeys but decidego trusthim
maiginally.

Using trust to validate keys

Thewebof trustallows a moreelaboratealgorithmto be usedto validatea key.
Formerly, akey wasconsideredalid only if you signedit personally A moreflexible
algorithmcannow beused:akey K is consideredvalid if it meetstwo conditions:

1. it is signedby enoughvalid keys, meaning

- you have signedit personally
- it hasbeensignedby onefully trustedkey, or
- it hasbeensignedby threemaminally trustedkeys; and

2. thepathof signedkeys leadingfrom K backto your own key is five stepsor
shorter

The pathlength,numberof maginally trustedkeys required,andnumberof fully
trustedkeys requiredmay be adjusted The numberggivenabove arethe default values
usedby GnuPG.

Figure3-1shavs awebof trustrootedat Alice. The graphillustrateswho hassigned
who's keys. Thetableshovs which keys Alice considersvalid basedon hertrustin the
othermembersf theweh This exampleassumeshattwo mamginally-trustedkeys or
onefully-trustedkey is neededo validateanotherkey. The maximumpathlengthis
three.

Whencomputingvalid keysin theexample,Blake andDharmas arealwaysconsidered
fully valid sincethey weresigneddirectly by Alice. Thevalidity of the otherkeys
depend®ontrust. In thefirst case Dharmais trustedfully, whichimpliesthatChloe’s
andFranciss keyswill beconsideredalid. In the secondexample,Blake andDharma
aretrustedmaginally. Sincetwo maiginally trustedkeys areneededo fully validatea
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key, Chloes key will beconsideredully valid, but Franciss key will be considered
only mamginally valid. In thecasewhereChloeandDharmaaremaiginally trusted,
Chloes key will bemarginally valid sinceDharmas key is fully valid. Franciss key,
however, will alsobe considerednaginally valid sinceonly afully valid key canbe
usedto validateotherkeys,andDharmas key is theonly fully valid key thathasbeen
usedto signFranciss key. Whenmaiginal trustin Blake is added Chloe’s key
becomedully valid andcanthenbeusedto fully validateFranciss key andmamginally
validateElenas key. Lastly, whenBlake, Chloe,andElenaarefully trustedthisis still
insufficient to validateGeof’s key sincethe maximumcertificationpathis three,but
the pathlengthfrom Geof backto Alice is four.

Thewebof trustmodelis aflexible approactto the problemof safepublic key
exchangelt permitsyou to tuneGnuPGto reflecthow you useit. At oneextremeyou
may insiston multiple, shortpathsfrom your key to anotherkey K in orderto trustit.
Ontheotherhand,you maybe satisfiedwith longerpathsandperhapsaslittle asone
pathfrom your key to theotherkey K. Requiringmultiple, shortpathsis a strong
guaranteehatK belongsto whomyourthink it does.Theprice,of coursejs thatit is
moredifficult to validatekeys sinceyou mustpersonallysignmorekeys thanif you
acceptedewer andlongerpaths.

Figure 3-1. A hypothetical web of trust

Bl aka

Alica Chlos —m EFElaha —a Caoff

Dharma

Fraticia

trust validity
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mar ginal full mar ginal full
Dharma Blake, Chloe,
Dharma Francis
Blake, Dharma Francis Blake, Chloe,
Dharma
Chloe,Dharma Chloe,Francis Blake, Dharma
Blake, Chloe, Elena Blake, Chloe,
Dharma Dharma Francis
Blake, Chloe,Elena Blake, Chloe,Elena,
Francis

3.3. Distrib uting keys
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Ideally, you distribute your key by personallygiving it to your correspondentsn
practice however, keys areoftendistributedby emailor someotherelectronic
communicatiormedium.Distribution by emailis goodpracticewhenyou have only a
few correspondentgndevenif you have mary correspondentg,ou canusean
alternatve meanssuchaspostingyour public key onyour World Wide Webhomepage.
Thisis unacceptablédyowever, if peoplewho needyour public key do notknow where
to find it onthe Weh

To solve this problempublic key senersareusedto collectanddistribute public keys.
A publickey recevedby theseneris eitheraddedo the sener’s databaser meiged
with the existing key if alreadypresentWhenakey requestomesto thesener, the
sener consultsts databasandreturnstherequestegbublic key if found.

A keyseneris alsovaluablewhenmary peoplearefrequentlysigningotherpeoples
keys. Without a keysener, whenBlake sign’s Alice’s key thenBlake would sendAlice
acopy of herpublic key signedby him sothatAlice couldaddthe updatedkey to her
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ring aswell asdistributeit to all of hercorrespondentssoingthroughthis effort
fulfills Alice’s andBlake’s responsibilityto the communityat largein building tight
websof trustandthusimproving the securityof PGP It is nevertheless nuisancef
key signingis frequent.

Usinga keysener makesthe processomevhateasier WhenBlake signsAlice’s key
hesendghesignedkey to thekey sener. Thekey seneraddsBlake’s sighatureo its
copy of Alice’skey. Individualsinterestedn updatingtheir copy of Alice’s key then
consultthekeysenerontheir own initiative to retrieve the updatedkey. Alice need
never beinvolvedwith distribution andcanretrieve signature®n herkey simply by
gueryinga keysener.

Oneor morekeys maybe sentto a keysener usingthe command-lineoption
--send-leys. Theoptiontakesoneor morekey specifiersandsendshe specifiedkeys
to thekey sener. Thekey senerto whichto sendthekeysis specifiedwith the
command-lineoption--keysener. Similarly, the option--recv-keys is usedto retrieve
keys from a keysener, but the option--recv-keys requiresakey ID beusedto specify
thekey. In thefollowing exampleAlice updateserpublic key with new signatures
from thekeysenercert server. pgp. comandthensendshercopy of Blake’s
public key to the samekeysenerto contributeany new signatureshemayhave added.
alice% gpg --keyserver certserver.pgp.com --recv-key 0xBB7576AC

gpg: requesting key BB7576AC from certserver.pgp.com...
gpg: key BB7576AC. 1 new signature

gpg: Total nunber processed: 1

gpg: new si gnatures: 1

alice% gpg --keyserver certserver.pgp.com --send-key bl ake@yb. org
gpg: success sending to 'certserver.pgp.com (status=200)

Thereareseveralpopularkeysenersin usearoundtheworld. The majorkeyseners
synchronizehemseles,soit is fineto pick a keysener closeto you onthelnternetand
thenuseit regularly for sendingandreceving keys.

Notes

1. GnuPGoverloadgheword “trust” by usingit to meantrustin anownerandtrustin
akey. This canbeconfusing.Sometimedrustin anowneris referredto as
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ownertrust to distinguishit from trustin akey. Throughouthis manual however,
“trust” is usedto meantrustin akey’sowner, and“validity” is usedto meantrust
thatakey belongsto the humanassociateavith thekey ID.
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GnuPGis a comple tool with technical social,andlegal issuessurroundingt.
Technically it hasbeendesignedo be usedin situationshaving drasticallydifferent
securityneeds.This complicatesey managementSocially, usingGnuPGis not
strictly a personablecision.To useGnuP Geffectively both partiescommunicating
mustuseit. Finally, asof 1999,laws regardingdigital encryption,andin particular
whetheror notusingGnuPGis legal, vary from countryto countryandis currently
beingdebatedy mary nationalgovernments.

This chapteraddressetheseissueslt givespracticaladviceon how to useGnuPGto
meetyour securityneedslt alsosuggestsvaysto promotethe useof GnuPGfor
securecommunicatiorbetweenyourselfandyour colleaguesvhenyour colleaguesre
not currentlyusingGnuPG Finally, thelegal statusof GnuPGis outlinedgiventhe
currentstatusof encryptionlaws in theworld.

4.1. Defining your security needs

GnuPGis atool you useto protectyour privagy. Your privacy is protectedf you can
corresponavith otherswithout eavesdropperseadingthosemessages.

How you shoulduseGnuPGdepend®n the determinatiorandresourcefulnessf those
who mightwantto readyour encryptednessagesin eavesdroppemaybean
unscrupulousystemadministratorcasuallyscanningyour mail, it mightbean
industrialspy trying to collectyour compary’s secretspr it mightbealaw
enforcemenageny trying to prosecutg/ou. Using GnuPGto protectagainstcasual
eavesdroppings goingto bedifferentthanusingGnuPGto protectagainsia
determinedadwersary Your goal,ultimately, is to make it moreexpensveto recover
theunencryptediatathanthatdatais worth.

Customizingyour useof GnuPGrevolvesaroundfour issues:

- choosingthekey sizeof your public/privatekeypair,
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protectingyour privatekey,
selectingexpirationdatesandusingsubleys, and
managingyour web of trust.

A well-choserkey sizeprotectsyou againstrute-forceattackson encryptednessages.
Protectingyour privatekey preventsanattacler from simply usingyour privatekey to
decryptencryptednessageandsignmessages your name.Correctlymanagingyour
web of trustpreventsattaclersfrom masquaradingspeoplewith whomyou
communicateUltimately, addressingheseissueswith respecto your own security
needsds how you balancehe extrawork requiredto useGnuPGwith the privagy it
givesyou.

Choosing a key size

Selectinga key sizedepend®nthekey. In OpenPGPa public/privatekeypair usually
hasmultiple keys. At theleastit hasa mastersigningkey, andit probablyhasoneor
moreadditionalsubleys for encryption.Usingdefault key generatiorparametersvith
GnuPG themastetkey will bea DSA key, andthe subleyswill be EIGamalkeys.

DSA allows akey sizeupto 1024bits. Thisis notespeciallygoodgiventoday’s
factoringtechnologybut thatis whatthe standardspecifies Without questionyou
shoulduse1024bit DSA keys.

ElGamalkeys, onthe otherhand,maybeof ary size.SinceGnuPGis a hybrid
public-key systemthe public key is usedto encrypta 128-bitsessiorkey, andthe
privatekey is usedto decryptit. Key sizeneverthelessffectsencryptionand
decryptionspeedsincethe costof thesealgorithmsis exponentialin the sizeof thekey.
Largerkeys alsotake moretime to generateandtake morespaceo store.Ultimately,
therearediminishingreturnson the extra securitya large key providesyou. After all, if
thekey is large enoughto resista brute-forceattack,aneavesdroppewill merely
switchto someothermethodfor obtainingyour plaintext data.Examplesof other
methodsncluderobbingyour homeor office andmuggingyou. 1024bits is thusthe
recommendedtey size.If you genuinelyneeda largerkey sizethenyou probably
alreadyknow this andshouldbe consultinganexpertin datasecurity
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4.1.2. Protecting your priv ate key

Protectingyour privatekey is the mostimportantjob you have to useGnuPGcorrectly
If someonebtainsyour privatekey, thenall dataencryptedo the privatekey canbe
decryptedandsignaturesanbe madein your name.If you loseyour privatekey, then
you will nolongerbeableto decryptdocument®ncryptedo youin thefutureor in the
past,andyouwill notbeableto make signaturesLosingsolepossessionf your
privatekey is catastrophic.

Regardlesf how you useGnuPGyou shouldstorethe public key’s revocation
certificateanda backupof your privatekey onwrite-protectednediain a safeplace.
For example,you could burnthemon a CD-ROM andstorethemin your safedeposit
box atthebankin a sealedervelope.Alternatively, you could storethemon a floppy
andhideit in your house Whateveryou do, they shouldbe put on mediathatis safeto
storefor aslong asyou expectto keepthe key, andyou shouldstorethemmore
carefullythanthe copy of your privatekey you usedaily.

To helpsafgguardyour key, GnuPGdoesnot storeyour raw privatekey on disk.
Insteadt encryptst usinga symmetricencryptionalgorithm. Thatis why you needa
passphrast accesshekey. Thustherearetwo barriersanattacler mustcrossto
accesgour privatekey: (1) hemustactuallyacquirethekey, and(2) he mustgetpast
theencryption.

Safelystoringyour privatekey is important,but thereis a cost.ldeally, you would keep
the privatekey on aremovable,write-protectedlisk suchasa floppy disk,andyou
would useit on asingle-usemachinenot connectedo a network. This maybe
inconvenientor impossiblefor youto do. For example,you may notown your own
machineandmustusea computerat work or school,or it may meanyou have to
physicallydisconnectyour computerfrom your cablemodemevery time you wantto
useGnuPG

This doesnot meanyou cannotor shouldnotuseGnuPG It meansonly thatyou have
decidedthatthe datayou areprotectingis importantenoughto encryptbut notso
importantasto take extra stepsto make thefirst barrierstronger It is your choice.

A goodpassphrases absolutelycritical whenusingGnuPG Any attaclerwho gains
accesgo your privatekey mustbypasghe encryptionon the privatekey. Insteadof
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brute-forceguessinghekey, anattacler will almostcertainlyinsteadtry to guesshe
passphrase.

Themotivationfor trying passphrasds thatmostpeoplechoosea passphrasthatis
easierto guesghanarandoml128-bitkey. If thepassphrasis aword, it is much
cheapeto try all thewordsin thedictionariesof theworld’s languagesEvenif the
wordis permutedge.g.,k3wldood,it is still easierto try dictionarywordswith a catalog
of permutationsThe sameproblemappliesto quotationsln generalpassphrases
basedon natural-languagatterancesrepoor passphrasesincethereis little
randomnesandlots of redundang in naturallanguageYou shouldavoid natural
languagepassphraseas you can.

A goodpassphrases onethatyou canremembebut is hardfor someondo guessit
shouldincludecharactergérom the wholerangeof printablecharacter®n your
keyboard.Thisincludesuppercasalphabeticxharacterspumbersandspecial
charactersuchas} and| . Be creatve andspendallittle time consideringyour
passphraseg goodchoiceis importantto ensureyour privagy.

Selecting expiration dates and using subkeys

By default,a DSA mastersigningkey andan ElIGamalencryptionsublkey aregenerated
whenyou createa new keypair. Thisis corvenient,becauseherolesof thetwo keys
aredifferent,andyou maythereforewantthe keys to have differentlifetimes. The
mastersigningkey is usedto malke digital signaturesandit alsocollectsthe signatures
of otherswho have confirmedyour identity. Theencryptionkey is usedonly for
decryptingencrypteddocumentsentto you. Typically, adigital signaturehasalong
lifetime, e.g.,forever, andyou alsodo notwantto losethe signatureon your key that
you workedhardto collect. Ontheotherhand,the encryptionsubley maybe changed
periodicallyfor extra security sinceif anencryptionkey is broken,the attacler can
readall document®ncryptedo thatkey bothin thefutureandfrom the past.

It is almostalwaysthe casethatyouwill notwantthe masterkey to expire. Thereare
two reasonsvhy you may chooseanexpirationdate.First,you mayintendfor the key
to have alimited lifetime. For example,it is beingusedfor aneventsuchasa political
campaigrandwill nolongerbeusefulafterthe campaigns over. Anotherreasons
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thatif you losecontrolof thekey anddo not have arevocationcertificatewith whichto
revoke thekey, having anexpirationdateon the masterkey ensureghatthe key will
eventuallyfall into disuse.

Changingencryptionsubleysis straightforvardbut canbeincorvenient.If you
generatea new keypair with anexpirationdateon the subley, thatsubley will
eventuallyexpire. Shortly beforethe expirationyou will adda new subkey andpublish
your updatedoublic key. Oncethe subley expires,thosewho wish to correspondvith
you mustfind your updatedkey sincethey will nolongerbeableto encryptto the
expiredkey. This maybeincorvenientdependingon how you distributethekey.
Fortunately however, no extra signaturesrenecessargincethe new subley will have
beensignedwith your mastersigningkey, which presumablyhasalreadybeen
validatedby your correspondents.

Theincorveniencemay or may not be worth the extra security Justasyou can,an
attacler canstill readall documentencryptedo anexpiredsubley. Changingsubleys
only protectsfuturedocumentsin orderto readdocument&ncryptedo the new
subley, theattacler would needto mounta new attackusingwhatesertechniquese
usedagainstyou thefirst time.

Finally, it only makessensdo have onevalid encryptionsubley on akeyring. Thereis
no additionalsecuritygainedby having two or moreactive subleys. Theremay of
coursebeary numberof expiredkeys on akeyring sothatdocumentencryptedn the
pastmaystill be decryptedput only onesubley needgo beactive atary giventime.

Managing your web of trust

As with protectingyour privatekey, managingyour web of trustis anotheraspecbf
usingGnuPGthatrequireshalancingsecurityagainstaseof use.If you areusing
GnuPGto protectagainsttasuakaesdroppingandforgeriesthenyou canafford to be
relatively trustingof otherpeoples signaturesOn the otherhand.,if you areconcerned
thattheremaybea determinedattacler interestedn invadingyour privacgy, thenyou
shouldbe muchlesstrustingof othersignatureandspendmoretime personally
verifying signatures.
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Regardlesf your own securityneedsthrough,you shouldalwaysbe careful when
signingotherkeys. It is selfishto signakey with justenoughconfidencen thekey’s
validity to satisfyyour own securityneeds Others with morestringentsecurityneeds,
maywantto dependon your signaturelf they cannotdependon you thenthatwealens
theweb of trustandmalkesit moredifficult for all GnuPGusersto communicatelUse
the samecarein signingkeys thatyou would lik e othersto usewhenyou dependn
their signatures.

In practicemanagingyour web of trustreducedo assigningrustto othersandtuning
the options--maginals-needednd--completes-neededny key you personallysign
will beconsideredralid, but exceptfor smallgroups,it will notbe practicalto
personallysignthe key of every personwith whomyou communicateYou will
thereforehave to assigntrustto others.

It is probablywiseto be accuratevhenassigningrustandthenusethe optionsto tune
how carefulGnuPGis with key validation.As a concreteexample,you mayfully trust
afew closefriendsthatyouknow arecarefulwith key signingandthenmarginally trust
all otherson your keyring. Fromthere,you mayset--completes-needdd 1 and
--maginals-needetb 2. If youaremoreconcernedvith securityyou mightchoose
valuesof 1 and3 or 2 and3 respectiely. If you arelessconcernedvith privagy attacks
andjustwantsomereasonableonfidenceaboutvalidity, setthevaluesto 1 and1. In
generalhighernumberdor theseoptionsimply thatmorepeoplewould be neededo
conspireagainstyou in orderto have akey validatedthatdoesnot actuallybelongto
the persorwhomyou think it does.

4.2. Building your web of trust
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Wantingto useGnuPGyourselfis notenough.In orderto useto communicatesecurely
with othersyou musthave aweb of trust. At first glance however, building aweb of
trustis adauntingtask. The peoplewith whomyou communicateneedto useGnuPG,
andthereneeddo beenoughkey signingsothatkeys canbe consideredialid. These
arenottechnicalproblemsthey aresocialproblems.Neverthelessyou mustovercome
theseproblemsf you wantto useGnuPG.
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WhengettingstartedusingGnuPGit is importantto realizethatyou neednot securely
communicatavith every oneof your correspondentsStartwith a smallcircle of
people perhapgustyourselfandoneor two otherswho alsowantto exercisetheir
right to privagy. Generateyour keys andsigneachothers public keys. Thisis your
initial webof trust. By doingthis youwill appreciatehevalueof asmall,robustweb
of trustandwill be morecautiousasyou grow yourwebin thefuture.

In additionto thosein your initial web of trust,you maywantto communicatesecurely
with otherswho arealsousingGnuPG .Doing so,however, canbe awkwardfor two
reasons(1) you do not alwaysknow whensomeonaisesor is willing to useGnuPG,
and(2) if youdo know of someoneavho usest, you maystill have troublevalidating
theirkey. Thefirst reasoroccursbecausgeopledo not alwaysadwertisethatthey use
GnuPG.Theway to changethis behaior is to setthe exampleandad\ertisethatyou
useGnuPG.Thereareat leastthreewaysto do this: you cansignmessagegou mail to
othersor postto messag®oardsyou canput your public key onyourwebpage or, if
you putyour key onakeysener, you canputyour key ID in your emailsignature If
you adwertiseyour key thenyou make it thatmuchmoreacceptabldor othersto
adwertisetheir keys. Furthermoreyou make it easierfor othersto startcommunicating
with you securelysinceyou have takentheinitiative andmadeit clearthatyou use
GnuPG.

Key validationis moredifficult. If you do not personallyknow the persorwhosekey
you wantto sign,thenit is not possibleto signthekey yourself. You mustrely onthe
signature®f othersandhopeto find a chainof signatureseadingfrom thekey in
guestionbackto your own. To have ary chanceof finding a chain,you musttake the
intitive andgetyour key signedby othersoutsideof yourintitial web of trust. An
effective way to accomplistthisis to participatein key signingparties.If you aregoing
to aconferencdook aheadof time for akey signingparty, andif you do notseeone
beingheld,offer to hold one. You canalsobe morepassve andcarryyour fingerprint
with you for impromptukey exchangesln sucha situationthe personto whomyou
gavethefingerprintwould verify it andsignyour public key oncehereturnechome.

Keepin mind, though,thatthisis optional. You have no obligationto eitherpublically
adwertiseyour key or signotherpeoples keys. The power of GnuPGis thatit is flexible
enoughto adaptto your securityneedsvhatererthey maybe. The socialreality,
however, is thatyou will needto take theinitiative if youwantto grow your web of
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trustanduseGnuPGfor asmuchof your communicatioraspossible.

4.3. Using GnuPG legally

Thelegal statusof encryptionsoftwarevariesfrom countryto country andlaw
regardingencryptionsoftwareis rapidly evolving. Bert-JappgKoopshasanexcellent

CryptoLaw Sunwey to which you shouldreferfor thelegal statusof encryption
softwarein your country

Notes

1. Inthissection,GnuPGrefersto the GnuPGimplementatiorof OpenPGRaswell as
otherimplementationsuchasNAI’ s PGPproduct.
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This chaptercoversmiscellaneousopicsthatdo notfit elsavherein the usermanual.
As topicsareaddedthey maybe collectedandfactorednto chapterghatstandontheir
own. If youwould lik e to seea particulartopic covered,pleasesuggestt. Evenbetter
volunteerto write afirst draft coveringyour suggestedopic!

5.1. Writing user interfaces

Alma WhittenandDoug Tygarhave donea studyon NAI' s PGP5.0 userinterfaceand
cameto the conclusionthatnovice usersfind PGPconfusingandfrustrating.In their
humanfactorsstudy only four out of twelve testsubjectamanagedo correctlysend
encryptecemailto theirteammembersandthreeout of twelve emailedthe secret
without encryption.Furthermorehalf of thetestsubjectshadatechnicalbackground.

Theseresultsarenot surprising.PGP5.0 hasa nice userinterfacethatis excellentif
you alreadyunderstandhow public-key encryptionworksandarefamiliar with the
web-of-trustkey managementnodelspecifiedoy OpenPGPUnfortunately novice
usersunderstandheitherpublic-key encryptionnor key managemengndtheuser
interfacedoesdlittle to help.

You shouldcertainlyreadWhittenandTygar’s reportif you arewriting a userinterface.
It givesspecificcommentgrom eachof thetestsubjectsandthosedetailsare
enlightening.For example,it would appeathatmary of subjectdbelievedthata
messagéeingsentto otherpeopleshouldbe encryptedo thetestsubjects own public
key. Consideliit for aminute,andyouwill seethatit is aneasymistaketo make. In
generalnovice usershave difficulty understandinghe differentrolesof the public key
andprivatekey whenusingGnuPG As a userinterfacedesigneryou shouldtry to
male it clearatall timeswhenoneof thetwo keysis beingused.You couldalsouse
wizardsor othercommonGUI techniquegor guidingthe userthroughcommontasks
suchaskey generatiorwhereextra stepssuchasgeneratinga key revocation
certificationandmakinga backupareall but essentiafor usingGnuPGcorrectly
Othercommentdrom the paperincludethefollowing.
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- Securityis usuallya secondaryoal; peoplewantto sendemail,brovse,andsoon.
Do notassumaiserswill be motivatedto readmanualsor go looking for security
controls.

- Thesecurityof a networked computeris only asstrongasits wealkestcomponent.
Usersneedto be guidedto attendto all aspect®f their security notleft to proceed
throughrandomexplorationasthey mightwith aword processopr aspreadsheet.

- Consistentlyusethe sametermsfor the sameactions.Do not alternatebetween
synorymslik e “encrypt” and“encipher”.

- Forinexperiencediserssimplify thedisplay Too muchinformationhidesthe
importantinformation. An initial displayconfigurationcould concentrate®n giving
the userthe correctmodelof therelationshipbetweerpublic andprivatekeys anda
clearunderstandingf the functionsfor acquiringanddistributing keys.

Designingan effective userinterfacefor key managemens evenmoredifficult. The
OpenPGRveb-of-trustmodelis unfortunatelyquite obtuse.For examplethe
specificationmposeghreearbitrarytrustlevelsontothe user:none,mamginal, and
complete All degreesof trustfelt by the usermustbefit into oneof thosethreecubby
holes.Thekey validationalgorithmis alsodifficult for non-computescientistso
understandparticularlythe notionsof “marginalsneededand“completesneeded”.
Sincetheweb-of-trustmodelis well-specifiedandcannotbe changedyou will haveto
do your bestanddesigna userinterfacethathelpsto clarify it for theuser A definite
improvementfor example,would beto generatea diagramof how a key wasvalidated
whenrequestedy the user Relerantcommentdrom the paperincludethe following.

- Usersarelikely to be uncertainon how andwhento grantaccesses.

- Placea high priority on makingsureusersunderstandheir securitywell enoughto
preventthemfrom makingpotentiallyhigh-costmistakes. Suchmistalkesinclude
accidentallydeletingthe privatekey, accidentallypublicizingakey, accidentally
revoking a key, forgettingthe passphraseandfailing to backup thekey rings.



|. Command Reference

1. Key specifier s

Many commandsndoptionsrequirea key specifier A key specifieris thekey ID or
ary portionof theruserlD of akey. Considerthe following example.

alice% gpg --list-keys chloe
pub 10240/ B87DBA93 1999- 06- 28 Chl oe (Jester) <chl oe@yb. org>
uid Chl oe (Pl ebian) <chloe@el.net>

sub 20489/ B7934539 1999- 06- 28

For this key, 0xB87DBA93, Chl oe, Pl ebi an, andoe@ el areall examplesof key
specifierghatmatchthe above key.
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sign

Name

si gh — signadocument

sign filename

Description

This commandsignsthedocument i | enane. If theparametef i | enane is
omitted,thenthe documento signis takenfrom standardnput. If the optionoutputis
used,gpgwill outputthesignedinformationto the specifiedfile.

detac h-signature

Name

det ach- si gnat ur e — make adetachedignature

det ach-signature fil enane
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Description

This commandcreatesa signaturdfile thatcanbe usedto verify thatthe orginalfile
fi | ename hasnotbeenchangedVerificationof thefile usinga detachesignatures
doneusingthecommandverify.

encr ypt

Name

encrypt — encryptadocument

encrypt fil enane

Description

Thiscommandencryptshedocument i | enane to recipientsspecifiedusingthe
optionrecipient.If theparametef i | enane is omitted,thenthedocumento encrypt
is takenfrom standardnput. If the optionrecipientis omitted,gpgwill promptfor a
recipient.If the optionoutputis used,gpgwill outputthe encryptednformationto the
specifiedfile.
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symmetric

Name

symet ri ¢ — encryptadocumenusingonly asymmetricencryptionalgorithm

symretric fil enane

Description

This commandencryptsa documenusinga symmetricalgorithmwith akey derived
from a passphrassuppliedby you duringexecution.Thekey shouldbe selectedo
malke it difficult to randomlyguesghekey. To decryptadocumenencryptedn this
mannerusethe commanddecrypt.

decrypt

Name

decr ypt — decryptanencrypteddocument

decrypt fil enane
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Description

Thiscommandecrypts i | enane andputstheresulton standardutput. If the
parametef i | ename is omitted,thenthedocumento decryptis takenfrom standard
input. Usetheoptionoutputto outputthe decryptednessageo afile instead.

clearsign

Name

cl ear si gn — make a cleartext signature

clearsign fil enane

Description

This commandsignsa messagé¢hatcanbe verifiedto ensurethatthe original message
hasnot beenchangedVerificationof the signedmessagés doneusingthecommand

verify.
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verify

Name

veri f y — verify asigneddocument

verify signature docunent

Description

This commandverifiesa documentgainsta signatureo ensurghatthe documentas
notbeenalteredsincethe signaturevascreatedIf si gnat ur e is omitted,gpgwill
look in docunent for aclearsignsignature.

gen-key

Name

gen- key — generate new keypair

gen- key
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Description

Thiscommandyenerates private/publickey pair for usein encrypting,decrypting,
andsigningof messagesrouwill br promptedfor thekind of key you wishto create,
thekey size,andthekey’s expirationdate.

gen-revoke

Name

gen-r evoke — generate revocationcertificatefor a public/privatekeypair

gen-revoke key

Description

This commandyenerates revocationcertificatefor a public/privatekey pair. The
parametekey is akey specifier

send-ke ys

Name

send- keys — sendkeysto akey sener
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send- keys key

Description

Thiscommandsendsa public key to akeysener. The parametekey specifieghe
public key thatshouldbe uploaded.The commandequireshe optionkeysenerto
specifyto which keysener gpgshouldsendthe keys.

recv-ke ys

Name

recv- keys — retrieve keysfrom akey sener

recv-keys key-id key-id ..

Description

This commanddownloadsoneor morepublic keys from akeysener. Eachkey- i d is
akey ID. Thecommandequiresthe optionkeysenerto specifyfrom which keysener
gpgshoulddownloadthekeys.
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list-ke ys

Name

| i st-keys — listinformationaboutkeys

list-keys key ...

Description

This commandists the public keys specifiedby the key specifiersonthecommand
line. If nokey specifieris given,gpgwill list all of the public keys.

list-pub lic-ke ys

Name
I'ist-public-keys —list keysonpublickeyrings

list-public-keys nane ...

Description
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List all keysfrom public keyringsor justthekeys specifiedwith nanme . . ..

list-secret-ke ys

Name

|'ist-secret-keys —list keysonsecrekeyrings

|ist-secret-keys nane ...

Description

List all keys from secretkeyringsor justthe keys specifiedwith nane . . ..

list-sigs

Name

I i st-sigs— listinformationaboutkeys includingsignatures

list-sigs name ...
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Description

This commandists the public keys specifiedby the key specifierson thecommand
line. Signature®nthekeys arelistedaswell. If no key specifieris given,gpgwill list
all of public keys.

check-sigs

Name

check- si gs — list informationaboutkeysincludingvalidatedsignatures

check-sigs name ...

Description

This commandists the public keys specifiedby the key specifierson thecommand
line. Signature®n thekeys arelistedaswell, andeachsignaturas validated.If no key
specifieris given,gpgwill list all of public keys.
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fing erprint

Name
fi ngerprint — displaykey fingerprints

fingerprint nane ...

Description

This commandprintsthefingerprintsof the specifiedpublic keys. The parametenane
is akey specifier If no parametenane is provided,gpgwill print thefingerprintsof
all thekeys onyour public keyring.

Impor t

Name
i mport — importkeysto alocal keyring

i mport fil ename

61



CommandRefeence

Description

This commandmportsoneor morepublic keys ontotheusers public keyring from the
filefil enane.

fast-impor t

Name

fast-inport — import/megekeys

fast-import file ...

Description

Thisis thesameasthecommandmport, but the keys arenot addedo thetrust
databaseThis canbe donelaterusingthe commandupdate-trustdb,

expor t

Name

export — exportkeysfrom alocal keyring
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export key ...

Description

This commandexportsthe public keys component®f thekeys specifiedby the key

specifierkey . ... Theexportcommandy default sendsts outputto standard

output. Thiskey file canlaterbeimportedinto anotherkeyring usingthe command
import.

expor t-all

Name

export-al |l — exportall public keys

export-all name ...

Description

This is the sameasthe commandexport, but keys thatarenot OpenPGP-compliarare
alsoexported.
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expor t-secret-ke ys

Name

export-secret-keys — exportsecrekeys

export-secret-keys nane ...

Description

This is the sameasthe commandexport, but privatekeys areexportedinsteadof public
keys. Thisis normallynotvery usefulandis a securityrisk sinceprivatekeys areleft
unprotected.

edit-ke y

Name

edi t - key — present@a menufor operatingon keys

edi t-key key
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Description

This commandpresenta menuwhich enables/ou to performkey-relatedtaskes. The
key specifierkey specifieghekey pairto beedited.If the specifiermatchesnorethan
onekey pair, gpgissuesanerrorandexits.

Key listingsdisplayedduringkey editingshav the key with its secondarkeys andall
userids. Selectedkeys or userids areindicatedby anasterisk.Thetrustandvalidity
valuesaredisplayedwith theprimarykey: thefirstis theassignedrustandthe second
is the calculatedvalidity. Lettersareusedfor thevalues:

Letter Meaning

- No ownertrustassigned notyet
calculated.

Trustcalculationhasfailed.

Not enoughinformationfor calculation.

Nevertrustthis key.

Marginally trusted.

Fully trusted.

C""BDQ('D

Ultimately trusted.

Thefollowing lists eachkey editingcommandanda descriptionof its behaior.

sign
Makesa signatureon the currentkey. If th key is notyet signedby thedefaultuseror
theusergivenwith the optionlocal-userthe programdisplaystheinformationof the

key again,togethemwith its fingerprintandaskswhetherit shouldbe signed.This
guestionis repeatedor all usersspecifiedwith the optionlocal-user.

Isign
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66

Sameassign, but the signaturds markedasnon-exportableandwill thereforeneverbe
usedby others.This maybe usedto make keys valid only in thelocal environment.

revsig

Revoke a signature Asksfor eachsignaturenakdeby a oneof the privatekeys
whetherarevocationcertificateshouldbe generated.

trust

Changethe ownertrustvalue. This updateghetrustdatabasénmediatelyandno sare
is required.

disab le

Disablethekey. A disabledkey cannothormally be usedfor encryption.

enable
Enableakey thathasbeenpreviously disabled.

adduid

Add anew userid to the currentkey.

deluid

Deleteauserid from the currentkey.
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addkey
Add anew subley to thecurrentkey.

delkey

Deleteasubley from thecurrentkey.

revkey
Revoke a subley of thecurrentkey.

expire

Changeakey expirationtime. If asubley is selectedthetime of thatkey will be
changedWith no selectionthe expirationtime of the currentprimarykey is changed.

key n

Toggleselectionof sublkey with index n. Use0 to deselecall.

uid n

Toggleselectionof userid with index n. Use0 to deselecall.

toggle
Changehe passphrasef the privatekey of the selectedey pair.
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toggle
Togglebetweerpublic andprivatekey listings.

check

Checkall selecteduserids.

pref

List preferences.

save

Save all changedo the currentkey andquit.

save

Quit without updatingthe currentkey.

sign-ke y

Name
si gn- key — signapublic key with a privatekey
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si gn- key narme

Description

Thisis ashortcutfor the subcommandign. within the commandedit-key.

Isign-ke y

Name
| si gn- key — locally signa public key with a privatekey

| si gn-key name

Description

Thisis ashortcutfor the subcommandsign. within the commandedit-key.
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delete-ke y

Name

del et e- key — remove apublickey

del et e- key nane

Description

Remae the public key specifiedby nare.

delete-secret-ke vy

Name

del et e- secr et - key — remove a public andprivatekey

del et e-secret -key nane

Description

Remaore the keypair (boththe public andprivatekeys) specifiedoy namne.
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store

Name

st or e — make only simplerfc1991paclets

hel p

Description

Elaborate.

expor t-owner trust

Name

export-ownertrust — exportassignedwnertrustvalues

export-ownertrust file ..

Description
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Theownertrustvaluesareexportedin ASCII format. Thisis usefulfor makinga
backupof thetrustvaluesassignedo key owners.

Impor t-owner trust

Name

i mport-ownertrust — importownertrustvalues

i mport-ownertrust file ...

Description

Thetrustdatabasés updatedwith thetrustvaluestake from thefilesfile ... .If no
files arelisted,theinputis takenfrom standardnput.

update-trustdb

Name

updat e-t r ust db — updatethetrustdatabase
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updat e-trustdb

Description
Enoughsaid.

print-md

Name
pri nt - md — displaymessageligests

print-nd algo file ...

Description

Displaysa messageligestusingalgorithmal go for eachof thefilesfile ... .If
nofiles arelisted,theinputis takenfrom standardnput. If thealgorithmspecifieds
“**  thendigestausingall availablealgorithmsaredisplayed.
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gen-random

Name

gen- r andom— generateandomdata

gen-random | evel n

Description

This commandemitsn bytesof randomdatawith quality| evel . If theparameten is
omittedthenanendlessequencef randombyteswill be emitted.Thiscommand
shouldnot befrivolouslysinceit takesentrogy from the system.

gen-prime

Name

gen-prine—?

gen-prime node bits gbits
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Description

This probablygenerates primenumber Readthe sourcefor detailsif you arecurious.

version

Name

ver si on — displayversioninformation

ver si on

Description

Printversioninformationalongwith alist of supportedalgorithms.

warranty

Name

war r ant y — displaywarrantyinformation
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war r anty

Description
Enoughsaid.

help

Name

hel p — displayusagenformation

hel p

Description

Displaysusagenformationincludealist of commandsndoptions.The optionslist
may beincomplete.
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Il. Options Reference

1. Setting options

Optionsmay be specifiedon the commandine or in anoptionsfile. Thedefault
locationof the optionsfile is ~/ . gnupg/ opt i ons. Whenspecifyingoptionsin the
optionsfile, omit the leadingtwo dashesandinsteadusesimply the optionname
followedby arny agumentsLinesin thefile with ahash(#) asthefirst non-white-space
characteareignored.
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keyser ver

Name

keyser ver — specifythe keysenerto useto locatekeys

keyserver server-nane

Description

This optionis usedin conjunctionwith eitherrecv-keys or send-keysto specifya
keysenerto manageublic key distribution.

output

Name

out put — specifythefile in whichto placeoutput

out put file-nane

Description
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This optiontakesthe outputfrom commandsandprintsit to the filenamegivento it as
aparameter

recipient

Name

reci pi ent — specifytherecipientof a public-key encrypteddocument

reci pi ent name

Description

This optionis usedin conjunctionwith the commandencrypt.lt mustappeaibefore
encryptonthecommandine. The parametenane is eitherthe nameof theindividual
or thee-mailaddres®f theindividualto whomyou aresendingthe message.

default-recipient

Name

defaul t-reci pi ent — specifythedefaultrecipientof a public-key encrypted
document
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defaul t-reci pi ent nane

Description

TheuserlD nane is usedasthedefault recipientif arecipientis not otherwise
specified.

default-recipient-self

Name

defaul t -reci pi ent - sel f — usethedefaultkey userlD asthedefaultrecipient
of apublic-key encrypteddocument

defaul t-recipient-self

Description

TheuserID of thedefaultkey is usedasthe defaultrecipient.gpgdoesnot queryfor a
recipientif this specifiesavalid key. The defaultkey is thefirst key onthe private
keyring or the key specifiedwith the optiondefault-key.
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no-default-recipient

Name

no- def aul t - reci pi ent — ignoretheoptionsdefault-recipientand
default-recipient-self

no-defaul t -reci pi ent

Description

Thisis usefulif thedefaultrecipientis usuallysetin the optionsfile but mustbe
ignoredfor a particularrun of gpg.

encr ypt-to

Name

encr ypt - t o — specifyanadditionalrecipientof a public-key encrypteddocument

encrypt-to nanme
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Description

This optionis similar to recipientbut is intendedfor usein the optionsfile. It maybe
usedwith one’s own file userID to yield an“encrypt-to-self option. Thekey specified
by nane is usedonly whenthereareotherrecipientsgivenby the useror by useof the
optionrecipient.No trustcheckingis performedon the key specifiedoy nane and
evendisabledkeys maybeused.

no-encr ypt-to

Name

no- encr ypt - t o — ignorethe optionencrypt-to

no-encrypt-to

Description

Thisis usefulif messagearenormallyencryptedo oneor morekeys by default but
mustnot befor a particularrun of gpg.
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armor

Name

ar nor — ASCIl-armorencryptedr signedoutput

ar nor

Description

This optiontakesoutputfrom commandsndprintsit in formatthatcanbe safely
e-mailed.

NOo-armor

Name

no- ar nor — assumenputdatais not ASCII armored

no- ar nor

Description
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Enoughsaid.

no-greeting

Name

no- gr eet i ng — suppresshe openingcopyright noticebut do notenterbatchmode

no- greeting

Description
Enoughsaid.

no-secmem-warning

Name

no- secnem war ni ng — suppressvarningsif insecurememoryis used

no- secnent war ni ng
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Description
Enoughsaid.

batc h

Name

bat ch — usebatchmode

bat ch

Description

gpgwill neveraskquestionsandwill notallow interactve commands.

no-batc h

Name

no- bat ch — disablebatchmode
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no- bat ch

Description

Usefulif the optionbatchis setin the optionsfile.

local-user

Name

| ocal - user — specifiesauserid to usefor signing

| ocal -user nane

Description

Usenare astheuserID to sign. This optionis silently ignoredfor thelist commands,
sothatit canbeusedin anoptionsfile.
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default-ke y

Name
def aul t - key — specifiesauserlD asadefaultuserlD for signatures

defaul t-user nane

Description
Usenare astheuserID to sign. If this optionis not usedthefirst userlD foundonthe
privatekeyring is the default userlD.

completes-needed

Name
conpl et es- needed — specifieghe numberof fully-trustedpeopleneededo

validatea new key.

conpl et es- needed n
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Description

A public key onyourkeyring is validatedusingthosesignatureon thekey thatwere
madeby othervalid keys on your keyring. Theoptionspecifieghe numberof
signaturesieededf you fully trustthe ownersof the keys thatmadethe signatures.
Yourtrustin akey’s owneris setwith thecommandedit-key.

mar ginals-needed

Name

mar gi nal s- needed — specifiegshe numberof maginally-trustedoeopleneededo
validatea new key.

mar gi nal s- needed n

Description

A public key onyourkeyring is validatedusingthosesignatureon the key thatwere
madeby othervalid keys onyour keyring. The option specifiegshe numberof
signatureseededf you mamginally trustthe ownersof the keys thatmadethe
signaturesYour trustin akey’s owneris setwith the commandedit-key.
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load-e xtension

Name

| oad- ext ensi on — specifiesanextensionto load.

| oad- ext ensi on object-file

Description

Elaborate.

rfc1991

Name
rfcl991 — try to bemoreRFC1991(PGP2.x) compliant

rfclo9l

Description

Elaborate?
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allow-non-selfsigned-uid

Name

al | ow- non-sel f si gned- ui d — allow theimport of keys with userlDs which
arenotself-signed

al | ow non- sel f si gned-ui d

Description

This only allows theimport- key validationwill fail andyou have to checkthe validity
of thekey my othermeans.This hackis neededor someGermankeys generatedvith
pgp2.6.3in.You shouldreally avoid usingit, becaus®penPGFhasbettermechanics
to do separateigningandencryptionkeys.

cipher -algo

Name

ci pher - al go — usea specifiedalgorithmasthe symmetriccipher

ci pher-al go nane
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Description

Usenane asthe symmetriccipheralgorithm. Runningthe gpgwith the command
versionyieldsalist of supportedalgorithms.If thisis notusedthecipheralgorithmis
selectedrom the preferencestoredwith the default keypair. For symmetric
encryption thedefaultis Blowfish.

compress-algo
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Name

conpr ess- al go — usea specifiedcompressiomlgorithm

conpress-algo n

Description

Defaultis 2, whichis RFC1950compressionYou mayusel to usetheold zlib version
whichis usedby PGP The default algorithmmay give betterresultsbecaus¢he
window sizeis notlimited to 8K. If thisis notusedthe OpenPGRehaior is used,.e.,
thecompressioralgorithmis selectedrom the preferencesyote,thatthis cant be
doneif you do notencryptthedata.
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Name

Zz — setcompressiorevel

Description

Settingn to 0 disablescompressionThedefaultis to usethe default compressiomevel
for zlib (6). Unlike all otheroptions,this optionmayonly be usedfrom the command
line andis precededvith a singleleadingdashinsteadof two dashes.

verbose

Name

ver bose — provide additionalinformationduring processing

ver bose
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Description

If usedonceprovidesextrainformationduringprocessinglf usedtwice, theinput data
is listedin detail.

no-verbose

Name

no- ver bose — resetsrerbosityto none

no-ver bose

Description

This causegrevioususesof theoptionverboseo beignored.

guiet

Name

gui et — supressnformationaloutput
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Description

As little extra outputaspossibles displayed.

textmode

Name

t ext nrode — usecanonicakext mode

t ext node

Description

Whatgoodis this option?

OptionsRefeence
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dry-run

Name

dr y- r un — donotmake changes

dry-run

Description

Thisis notcompletelyimplementedUsewith care.

interactive
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Name

i nt eracti ve — promptbeforeoverwritingfiles

interactive

Description
Enoughsaid.
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yes

Name

yes — assuméyes” to mostquestions

yes

Description
Enoughsaid.

no

Name

no — assume&no” to mostquestions

yes

Description
Enoughsaid.
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always-trust

Name

al ways-t rust — skipkey validation

al ways-trust

Description

Thisassumeshatusedkey arefully trusted.This optionshouldnotbe usedunless
someexternalschemas usedto validateusedkeys.

skip-verify

Name

ski p- veri f y — skip signatureverification

ski p-verify

Description
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This causesignatureverificationstepsto be skipped.This leadsto fasterdecryption
timesif signedmessagearebeingdecrypted.

keyring

Name
keyri ng — addakeyring to thelist of keyrings

keyring file

Description

Addsf i | e to thelist of keyringsusedduringprocessingsif f i | e beginswith atilde
andaslash thesearereplacedoy the HOME directory If thefilenamedoesnot contain
aslashjt is assumedo bein thehomedirectory Thehomedirectoryis “~/.gnupg”if
the optionhomediris notused.

Thefilenamef i | e mayalsobe prefixedwith aschemeTheschemégnupg-ring:”
makesthe specifiedfile thedefault keyring. Theschemégnupg-gdbm:”’makesthe
specifiedfile the GDBM ring. It maybeusefulto usetheseschemesogethewith the
optionno-defult-keyring.
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secret-ke yring

Name

secr et - keyri ng — addasecretkeyring

secret-keyring file

Description

This is thesameasthe optionkeyring but for secretkeyrings.

no-default-ke yring

Name
no- def aul t - keyri ng — donotaddthedefaultkeyringsto thelist of keyrings

no-def aul t - keyri ng

Description

Thedefault keyringstakenfrom the homedirectoryarenot usedduring processing.
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homedir

Name

honmedi r — setthehomedirectory

homedir directory

Description

If thisoptionis notusedthehomedirectorydefaultsto “~/.gnupg”. This overridesthe
environmentvariableGNUPGHOME.It doesnot make sensdo usethisin anoptions

file.

charset

Name

char set — setthenameof the native characteset.

char set name
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Description

Thisis usedto corvertsomestringsto UTF-8 encoding.Valid valuesfor name are

Name Character set

iIS0-8859-1 Thedefault Latin 1 set

iIS0-8859-2 TheLatin 2 set

koi8-r TheusualRussiarset(rfc1489)
no-literal

Name

no-literal —?

no-1literal

Description

Thisis notfor normaluse.Usethe sourcecodeto seehow it might be useful.
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set-filesiz e

Name

set-filesize—?

set-filesize size

Description

Thisis notfor normaluse.Usethe sourcecodeto seehow it might beuseful.

with-fing erprint

Name

Wi t h-fingerprint — modifieskey listing output

wi t h-fingerprint

Description
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This s similarto thecommandingerprintbut is anoption. This appeargo befor use
with thecommandist-keys.

with-colons

Name

wi t h- col ons — modifieskey listing output

wi t h-col ons

Description
This causeskeys displayedwith the commandist-keys to be delimitedby colons.

with-ke y-data

Name

W t h- key- dat a — modifieskey listing output

W t h- key-dat a
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Description

This causethe commandist-keys to print keys delimitedby colonsaswell asthe
public key datafor eachkey.

loc k-once

Name

| ock- once — locksthedatabaseence

| ock-once

Description

This optionlocksthe databasethefirst time alock is requeste@nddoesnotrelease
thelock until the procesderminates.

loc k-multiple

Name

| ock-mul ti pl e — locksthedatabasesachtime they areused
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| ock-mul tiple

Description

This optionlocksthe databaseachtime it is neededandreleaseshelock whendone.
This optionmay be usedto overridethe useof lock-oncefrom the optionsfile.

passphrase-fd
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Name

passphr ase- f d — readthe passphrasom a differentinput stream

passphrase-fd n

Description

If theparameten is 0, the passphraseill bereadfrom standardnput. This canbe
usedif only onepassphrasmustbesupplied.Do notusethis optionif you canavoid it.
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force-mdc

Name

f or ce- mdc — forcetheuseof encryptionwith appendednanipulationcode

f orce- ndc

Description

This optionis alwaysusedwith newer cipherswith a blocksizeof greaterthan64 bits.
This optionmaynotyetbeimplemented.

force-v3-sigs

Name

f or ce- v3- si gs — forcetheuseof v3 sighatureon data

force-v3-sigs

Description
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OpenPGPRstateghatanimplementatiorshouldgenerater4 signaturesbut PGP5.x
recognizev4 signature®nly on key material. This optionforcesv3 signatureon data
aswell.

openpgp

Name

openpgp — resetall paclet, cipher anddigestoptionsto the OpenPGRspecification

openpgp

Description

This optionresetsall previousoptionssuchaslock-once lock-once cipheralgo,
digest-algocompress-algas2k-cipheralgo, s2k-digest-algoands2k-modeo
OpenPGRompliantvalues.

utf8-strings

Name

ut f 8- st ri ngs — assumehatargumentsareprovidedasUTF8 strings
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ut f 8-strings

Description

Optionamgumentdollowing this optionareassumedo be encodedasUTF8 strings.

no-utf8-strings

Name

no- ut f 8- st ri ngs — assumehatargumentsarenot providedasUTF8 strings

no- utf8-strings

Description

Optionargumentdollowing this optionareassumedo be encodedencodedn the
charactesetspecifiedwith the optioncharset.This is the default behaior for gpg.
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no-options

Name

no- opt i ons — useno optionsfile

no- opti ons

Description

This optionsis processetbeforeanattemptis madeto openanoptionsfile.

debug

Name
debug — setdelugflags

debug fl ags

Description
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Theparametef | ags is built by applyingalogical OR onindividual flags. The
parametemaybegivenin C syntax,e.g.,0x0042.Theflagsare

Flag Meaning

1 Packet readingandwriting details

2 MPI details

4 cipherandprime numberdetails(may
revealsensitve data)

8 lobuf filter functions

16 lobuf details

32 Memoryallocationdetails

64 Caching

128 Shav memorystatisticson exit

256 Trustverificationdetails

debug-all

Name
debug- al | — setall usefuldeluggingflags

debug- al |
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Description

Seealsothe optiondelug.

status-fd

Name

st at us- f d — write statusmessageto analternatve outputstream

status-fd n

Description

This optioncausestatusmessagew beredirectedo file descriptom. Seethefile
DETAI LS in thedistribution for alisting of the messages.

log ger-fd

Name

| ogger - f d — write log messaget analternatve outputstream

112



OptionsRefeence

| ogger-fd n

Description

This optioncausedog messagewo beredirectedo file descriptom insteadof to
standarcerror.

no-comment

Name

no- comment — do notwrite commentpaclets

no- conmmrent

Description

This optionaffectsonly thegeneratiorof secretkeys Outputof option(comment?)
pacletsis disabledsinceversion0.4.2o0f GnuPG.
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comment

Name

comment — setthecommentstringto usein cleartext signatures

comment string

Description
Enoughsaid.

default-comment

Name

def aul t - corment — usethestandarccommentstringin cleartet signatures

def aul t - conment

Description

This optionoverridesprevious usesof the optioncomment.
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no-ver sion

Name

no- ver si on — omit theversionstringin cleartext signatures

no-versi on

Description
Enoughsaid.

emit-ver sion

Name

enm t - ver si on — emittheversionstringin cleartext signatures

em t-version

Description

This optionoverridesprevious usesof the optionno-version.
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notation-data

Name

not at i on- dat a — adddatato a signhatureasnotationdata

not ati on-dat a nane=val ue

Description

Thisaddsthenane/val ue pairto asignature The parametenane mustconsistof
analphabeticharactefollowedby any numberof alphanumerior underscore
charactersThe parameterval ue maybeary printablestring. It will beencodedn
UTF8, soit is importantthatthe optioncharseis usedto setthe charactesetproperly
If theparametenane is prefixedwith anexclamationmark,the notationdatawill be
flaggedascritical (seerfc2440:5.2.3.15).

set-polic y-url

Name

set - pol i cy- url — setthepolicy URL for signatures

set-policy-url string
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Description

Theparametest r i ng is usedasthe policy URL for signaturegsee
rfc2440:5.2.3.19)If thestringis prefixedwith anexclamationmark,the policy URL
pacletwill beflaggedascritical.

set-filename

Name

set - f i | enane — setsthefilenamestoredin encryptedr signedmessages

set-filenane string

Description

Theparametest r i ng is usedasthefilenamestoredin messagedoesthis specify
the outputfile whena messagés verifiedor decrypted?

use-embed ded-filename

Name

use- enbedded- f i | enane — usethefilenameembeddedn a messagéor storing
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its plaintext or verified version

use- enbedded-fil enane

Description

This optionshouldbe usedwith caresinceit mayoverwritefiles.

max-cer t-depth

Name

max- cert - dept h — setthe maximumdepthof a certificationchain

max-cert-depth n

Description

Theparameten setsthe maximumlengthof a chainof certifiedkeys leadingfrom an
ultimatelytrustedkey to a key beingvalidated.Thedefaultis 5

118



OptionsRefeence

dig est-algo

Name

di gest - al go — setthemessageligestalgorithm

di gest -al go nane

Description

Theparametenane specifieghe nameof thedigestalgorithmto be used.Running
gpgwith thecommandversiongivesa list of supportedligestalgorithms.Notethat
this optionmayviolatethe OpenPGRequirementhata 160-bitdigestalgorithmbe
usedfor DSA. For symmetricencryption thedefaultalgorithmis RIPEMD-160

s2k-cipher -algo

Name

s2k- ci pher - al go — usea specifiedalgorithmasthe symmetriccipherfor
encryptingprivatekeys

s2k-ci pher-al go nane
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Description

Usenane asthe symmetriccipheralgorithmto protectprivatekeys. Runningthegpg
with the commandversionyieldsal list of supportedalgorithms.Thedefault cipheris
Blowfish.

s2k-dig est-algo
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Name

s2k- di gest - al go — setthe messageligestalgorithmfor manglingpassphrases
protectingprivatekeys

s2k-di gest - al go nane

Description

Theparametenane specifiegthe nameof the digestalgorithmto be usedfor mangling
passphrasebhedefault algorithmis RIPEMD-160.
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s2k-mode

Name

s2k- node — setshow passphrasemremangled

s2k- node n

Description

Theparameten specifiegshe numberof timesto which a saltis addedo passphrases.
If nis 0 aplainpassphraseill beused.Oneiterationis thedefault. Unlessthe option
rfc1991is used this modeis alsousedfor the passphrast®r symmetricencryption.

disab le-cipher -algo

Name

di sabl e- ci pher - al go — preventsa symmetriccipherfrom beingused

di sabl e-ci pher-al go nane
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Description

Theparametenane specifiesthe nameof a symmetriccipheralgorithmto bedisabled.
If thenamedcipheris loadedafterthis optionis processedt will notbedisabled.

disab le-pubke y-algo

Name

di sabl e- pubkey- al go — preventsa public key cipherfrom beingused

di sabl e- pubkey- al go nane

Description

Theparametenane specifieghe nameof apublic key cipheralgorithmto bedisabled.
If thenamedcipheris loadedafterthis optionis processed will notbedisabled.

thr ow-keyid

Name
t hr ow keyi d — donot putkey IDs into encryptedpaclets
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t hr ow keyi d

Description

This optionhidestherecever of the encrypteddataasa countermeasuragainstraffic
analysis.It slows decryptionhowever, sincein theworstcaseall thekeysona
recever’s privatekeyring mustbetried to find the decryptionkey.

not-dash-escaped

Name

not - dash- escaped — changegheformatof cleartext signatures

not - dash- escaped

Description

This optionis usefulfor cleartext signature®n patchfiles. Messagesignedthis way
shouldnot be sentvia emailbecausell spacesandline endingsarehashedoo. This
optioncannotbe usedfor datawhich which hasfive dashesatthe beginningof aline. A
specialheadetine is usedto tell GnuPGthatthis optionhasbeenused.
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escape-fr om-lines

Name

escape-from | i nes — modifiesmessagebeginningwith “From” whencleartet
signing

escape-fromlines

Description

Becausesomemailerschangdinesstartingwith “From” to “<From” this optionis
usefulfor instructinggpgto handlesuchlines speciallywhencreatingcleartext
signaturesAll otherPGPversiongdoit thiswaytoo. This optionis notenabledoy
defaultbecausét would violate rfc2440.
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